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Abstract: 

PROBLEM TO BE SOLVED: To provide a data processing device effectively utilizing a revocation list having 
identifiers of different kinds for a plurality of mediums and contents. SOLUTION: The revocation list is set up 
on a memory interface, and it is made continuously utilizable when the mediums are mounted and when the 
contents are reproduced after the setup. Since the list is made continuously utilizable when the mediums are 
mounted and when the contents are reproduced after the list is set up on the memory interface, the reading 
process of the list ft'om a memory each time the contents are utilized is not required, and processing efficiency 
is improved. Medium IDs and content IDs are stored on the list, and a plurality of contents and mediums can be 
excluded based on the list once set up on the memory interface. COPYRIGHT: (C)2002,JPO 
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r t <&4t1ISc i: i- S -r - S^^Bo 

^'^T?*)^ y Ji^-i^— >3 vy ;^ h '±-y h=^-Tt^ h'(Ovk 

D-C. yjK'ir-v'g vyx h=Sr;^^y'<:x;5'7:ii— ;3^f*j 
Sr^teir-r-Sy^'-Jr-v-g^yx h - -fe y h^aS^rHfr 

•>3 Vy;^ h{COV^T. 7*— iS'eSca^^a: s/^fit (I c 

[it*3S4i BuiE^^y-r i^^^:!!— x{4, 

T-t. HfiiE>^y'i'>'<5'7^— ^l^td-lr J/ h^tvfcy 7}f 

fciEti ^tbfc 3 (o-- -y ymmf)^hm'i^Lx. m. 
rtid-trj/ h^tLfcyz-n^-v-avy^ htcy;^ h^ixfc 



!}#B3¥14-133767 

^—:^f^mzts\^^xm^&o\cm^£^f^m\c)6^^x y 
— ^a >-y \'^^m^m^j:^mi^^^-r^mfSit ufc 

^»(0^gIJ^^7^-<5' Srlto y 3 V y ;^ h (o-fe s/ N 

^^T'fcS y T}?'^— Va ^ h • -t 3/ h^^V KWisfe 

m^asrssi^Mai: i^xmrf-r^mn&i^^i^. 

flftlEy Va vy;;^ h - -fey h 3-7:/ KwSISfcjtS 

DT. yz-H'^— v-3:/y;^ hS:;^^y'r>'^:7 3;— 

(l»*«9i Biriap'*y-i'>'^7i-;^f4, 

S^IE^^y • -Ti'^^ai— :7.F*^|cSE;^(Liiit^•5y^H'5r— 
->^ v-y ^^c:o^^T. T'-:?3{!:ftf^^S/i!'ffi (ic 
V) t;S':5<y=-^5!!:S^ai y i^^^^rU. -r-^^^ 
L.W*iJ^;45/^$tvfc:: i ^^{'t^t LTmife;^ 'eV-O' 
dry x.—y^\hX<0^miQM^-^mt-t^ y 7H-5r-i^3 V 

-J^— > a >- y ;^ y >^ h ^ ^^fci^|g|J^^ t (^RB-a-SrHfr 

I»*JS 1 1 1 HufE y Tj^-^'-V a V y hH. ^LS^ih 

L fc 3 >-7^ >- -7 CD i^i^Si|^7= - ^l^olf ^T-fo 5 r i 
^Sr^liS: t 5 if *3S 7 l;i|E«(D7=- iJ' IE®^«o 

«foyjJf'^-v'3>'y h«:i£^iitf;^7^-y7't. 



(3) i|#pJlZl4-133767 



T'fes y jjt'^— >'y ^ K • -ts/ hri-^v Kcosiff^a 
HuiEy >-y ;^ h • -fe-y Nn-v>- Krosmi-j?;; 

DT. y/ff-^— v'a >'y ;^ h5r;^^y-Y>'^7^ — y^rt 
Sr^flgti-^yjl^'ir— ^gvy h • -fe-y N*!iSS:llfr 

v-a >'y >^ h^col/^T, t"— i^efeS;^^ .y^ffi (ic 
y;^ h • -fey h«LS^^ffi-S^i^#mt-r5ii*^ 

•y— >3 :/y ^ Hcy^ h^tvfci^gij^-tofig-a-Srj^tT 
[^tc-fe-j/ ^$^^fcy d^'ir— ^gv-y ;^ Kcy;^ h$Hfc 



«Foy#'}r-v'3 vy>^ h$rKi?i^jitp;^7^s/7'i:. 

{ifci, ^x^m-^m^iVtMiz y 7t?y- v' 3 >- y ;^ ^ s:i*«f 

MS;^^y-f ;»irtlc-fes' h y tH-^— > 

3 v-y ^ hSr#RP.L-C7'— ^sE®c4!l:S05"rSSr*iJ^-t-5 
y^y'y^t. 

;<^y-l'>'^7 3i-^{CjfefLX. iaa^ih^^i: Lfcx 
SUSUT-T^-^Srl^-oy 7}<'!r— v-3 >-y x h<0-t y h^i^ 

xh^ y >3 ^y X h • -fe y Kn-vi^ K(Ok^*0; 

HfffB^ * y W 731— ^^jCjol^T. 

Huia y > 3>'yy:h--fe-yhn-7>' Kcosmicis 

cr. y *'^— v-3 vy hS:7«^y >'^73i— 

{ceg^^^ii;^^, Bfiis^^y-r>':5'7i-yirt-eo#fiSA!!ia 

^-^mt-t^ y tK-Jt- V 3 :^ y ;^ h • -fe y hSaSSrHtr 
HulE;<*y-l'>-^73i— xi^td-fes/ h^tufcy ^K-^-iy 

Buta;^^y • -r>'^5'7 3i-y,(^tcK^i2.six5 y *>— 

v-s vy y^ N(COV>T. 7=— ^5ka^3i-yi?fil (IC 

V) (::S-^< 7^-^35:3^01 y^^smu. T'-^eScS 

^7111 — ;X(^T'0#BBMSS:nlBgt-t-S y jK^— V 

y >^ h • -fey hftkM^mnir^zt^W^t-t^m^m 
Hfjf2p< ^ y -T 7 31— y-ldtJi/NT. 

HUlS/^y'l'>-i5'7it-;^f^{c-fey h^nfcy ^' 
I'ih-rS^'.T^yT'Sr-^tfCltSri^^t-f 7tc 

>'ei-<5' • 7'cic/7AS:ffi«-r5yo^7A«tt!aE«: 



(4) !RfB35pi4-l33767 



tctJv^T#fiaBitg/i^^jg(c y 7t?<>— v-g vy >^ K$r{!&l^ 

jtoyzK-ir-v^3>y hSrS£^iitr:^7'-yyt. 
[0 0 0 1 1 

UT^^$i^5 y Jl?-^-v'3 >y ;^ h^lEfikS^yga*^ 
>^y-Y>^7ai->^|;-fes/ 

^^y 5}?'>'-v-3 ^yjx N(o#Ba^!as^'5rigi: Lfcx— 

[0 0 0 2] 

^faVy Vy — ^ (£ilTs Z.Kh^^l^y-~.yy (Conten 
t) hn-S) (7), -r ^^^-^s^ h^-i^. fo 

5l^J±. DVD, CD, :^=^')f>—Y%(r>WAm^^'k 

!f coB'f^""!'^ P C (Personal Computer) , f?^^ 
feiS^Lfc;'*y;*-K, CD, D V D^O|Eli^(*SrS 



[0 0 0 3] ^i^7^>ycDsE1t*^^i LT, mi&^<n 
ffl$ti-S*^fc:7-7S'v'^;^*y*sfc5, 77s/v'3.;< 
^ y (i, E E P ROM (Electrically Erasable Program 

mabie Royi) tmi^^w.nm^m^^^'^mfji^w^ii 

>^y W— JKffiT-fe5. t*5l50EEPROMJ±, IK'y 

[0004] 7 7 5/ v'^ ^ ^ y STT^-^S'lEfli/SittS^ 

So y K^<^ffli-i^^i, =ef5l5(?3CD (^^v- 

Vy^:^^ : lE^ffi^) , MD (S.=^y'^y^-^ : ^ 
»fS^) ^<07''f>^i5'4^j«mw|fe^-C^^y*-KS:^ 

[0 0 0 5] Z<DXo^£. yyy'>:oLyi^])^ys.mV-k. 

=^:^v'>'ys5.mm^i^<—y-r^v^'^\^zu—S' cp 

C) , S^gg^tCjol^T^ffl-rS^-^, FAT(FileAl 
locationTable) v^:^-?^ A t l^tith^ 7 T /I'lff SV;^ X 

-ir-y h$ti-5o ^colfe*, 7T-f/H^-f XSrpI'^ft^r-f- 
B=S*&<^SiS»«;45 F A T t ll^^i^^Sx-7'>'^^c»^- 
rroFATv-^^T^Afi, IHft^fl!:W!K?Se«]#t4i: 

5, t*oT, FATv-^T^Afl, 7D.yt°- (^St^ 
K{C^DV^T'b, FATv-^-T^AyJSJgffl^nTI/^So 

fc7 7S/v'^;^^y A^biq^O'ttS^iX, tf^^^*^, 

[0 0 0 7] S?,};;, f—u-fu^=7h.^ Wy'-'^. 
5, t^oT, ::ix?5(D3 vx:^^/©ie:fiiJclSL-Cfi, — 



[00081 =^—f\zM-t^mmmm^m^i-^ i ^(o 

[00 0 91 B'f^«¥ic#JcJ;5«^ 
[0 0 1 o 1 

[001 11 Lfi^L. y ^'Jr— >3 ^-y ;7. h(j:0ij;^(i|E 

:f'e])Ti^^f^nm\.xi} y^hi:m\>^tc^mMmi:mn-r 

^iE;ifi7«T'-f TI^|]^^$r^^ALfcy 7f;Vr-->3 ^^y 

[0 0 12] z.<r>i.ofii^n.<Dmm^^m^^ 

y/K-i^^ — ->'3:^y;^ hSr7'>'W:^©;>«^-y-r>'^7 
73^ — ^{cit5V^T,«^6<j{cy /-J^-^r— v-g ^y >^ KSr^gffl 

(00131 



(5) #53Jpl4-133767 

< 1 1 1/ ^-f iX7i^cDi^Si|T-7="- ^ $r«fO y Tp" 0— 3 y 
5«!!SJ;i*si/ y -ffs^—'y 3 >' y ;^ h Sr#R8 

[0 0 141 ^?3{c. ^^eBcoT^-iS'S^ggw-iiife 

^J'Srl^oy /-jf-^-va vy h(?5-fe.x h^^-cfesy^ 
fiimti-xmff't^^m^^^i^. mm y 
<7>s«(ci£: ir^-c, y 7Ky-v3 vy^^ h^r^^y-rv-^ 

7 3^— XF*9(cK^5i^. mtZ;^'^^) :^—^tiX 
(D^m^M^'Sfmt-t^ y v-g >-y 1- • -fey h 

[00151 ^ e>{c, ^^m<07'-fn^^m.<o-mM 

y • 'f>'^7zc-;^rttcK^ii4tu5yjt<'5r-v-3 vy 
>^^{cov^T> x-^3fea^:ns'^'ffi (icv) \zm<5 

;43/<C$ttfcr LTHfiiB7«^y-r^^7:t-^ 
rt-C'(0#BB^S^^Hgt-r-2) y jK-Jt— ->3 v-y K . -fe 

[0 0 161 7f:^BJC>T=-^S;t^«0— HJS 

7=^- ^ sa» L- ^CT^- ^ lEtt^SA- e> 7="- ^ lElt^^SS 

|E;'^y-l'V^7^ — x^td-tr-y h^Hfcy jK-^-v-g 

(0 0 1 71 ;*:^!^cD7='-^S4^aro-|IJS 
^il{c*5V^T. HfiiE^^y-f>-i? 7^-^(1, f?^M* 

h ^fhtcU yii^-y a y ]) y^ hicy ;^ K$tbfci^»JT-t 

[0 0 181 ^^m(Dy--??^^mm.<o-mi& 
ii«nc*5v>T. tufEyjK'^-v'3>'y;^hfi, ^aa^ih 



(6) 



if*e^^l4-133767 



[0 0 191 $P>{C. *^?q<DS2ro{|iJS(±. 7=-^'iB 

[0 0 2 0] ^bld, *^pj(DT'-^'iEgiigB»-|IJS 
BulEy ^^''Jr— v-g vy X h • -fe y 

-ri^ Kcos<H-i^:;i:.T. y*i>— v-a vy ;^ hS:;<^y 
-r >'^7:xi— ;^f*9tci£;j^ii^. MtB^^y '1':/^p'^— 
>^rtT•cD#.BB^^la*■sI^t-t-5y^K-ir— vy;^ h • 

[00 2 1 ] $ ^{w, ^^m<Dy'-'$'ummm.<r>-mM 

y • 'Tv^^a:— ;x.|^{c^;^)i^ix5y7|?-^— v^avy 

>5.^^COI,^r. 'T — '^^'&'^:r^'y^m. ( I C V) tCS-:5 

As^i^tifcr t Sr^^t UTHufE^*y'r:x^7i-;^ 

f*3T-o#BB®as:^tgtt-5 y iK'S^— ->3 v-y ;^ i> • -t 

[00 2 21 $ btc. *^0JWx-^te®fe^«(D-||J£ 

ffiittcioi/^T, MfE^^y'i'>'<5'7a.-;^tt, mmm^ 
[0 0 2 31 :^^m(07'-'?simmm-(o—mm 

ffi«|(rtJt,NT. fitJlEyAH-^-v-a vy ^ ^LS^it 

[0 0 2 41 *^BJO^3(0ffliMfi. 7=^-^12 

-<?fl^*&{c*5l,NT, 7^-;?ISlg¥^i;i*l"t-2)T^'-tr 
^5:ff'fc5;^^y-r:/^73i— ;^rtg|5fc, iaS^ihSt* 



-:^3 vy ;^ hSrffiif-rS^x yT'i:. HtflE^^y -f Vi?" 
>'=-;;^rtlc-tr y h y -ya y ;^ hSr#BB 
LT7'-<5'S*^ifiaW"r55rWSi-?>;=^7-y^i:. ^r^T 

[00 2 51 ^ ^^m<07'-^n^:fjm(o-mm 

ih*f ^ t L fcT^— ^ ISli^Sm fi 3 >7^ o/>/i < 
i: t) I' ^■rt^*^rosaSl|^^7'-^5' 4:lto y tH-^- V 3 V y ;^ 
hcD-fe s/ h^^T'foS y i^a '^'J • -^y h=' 

tiFlE^^y 'i'y^7i-;^»c*jv^T:. BulEy^'ir— 
Va^-yx h • -iry h3-r:/K<:C)S{f(c/i;CT. y 
— ->3>^y^ h4:;^^y -< 73^— 
huISp< ^y-f^^^^-;^ rtT'<D#HS*o.as: i: -r ;5 
y7jf>^— i^a vy^ K •-fes' h*!];SSr3lfT-r5;^7^i':?' 

[0 0 2 6] ^ t>{c, 3^%PJ<^7'— 

itbsyjK'^— v'a i^y^ Mcoi^T. T'-iJ'esca^^ 
-y^'ffi (icv) \zm<i<'f-^ikV.'^:^-yi'^mrT 

y j}?y-'>g V y ;^ h • -fe -y ^«ias^ll^T■r5 t 
[0 0 2 7] :^mm<Dy^-'$'W±^m(7>—mm 

^fC*5V>T. BfifE^^-y-l'>'<?7i— ;^^c*5V^-c> s 
^*f*7="- iE^ L fcT^- ^ lEIt 7^- IBit 

#©|tESiJiF-5r§:Mb, f^^tabfc7'-^?'aslft#SiaS'J^ 

— > a > y ;^ htr: y h ^thft.mni-t<Dm-^i:mn 

f ih-t-5^^7- -y :/Sr^tf r t $:#mi:i-5„ 
[00 2 8] $ e^fc, 7t:^BJ(^7"-^5'S^;^}£0— 

IE1t$ixfc3V7>->W-yyWiSi6>bSJ#L-C. ^# 

tw-fe -y h ^titc y a>'y;?ihtcy^h 
it. x-^'l?^ii&SiSrtlhi-5;=^x-y7°S:^trC:i:Sr<Rf 
[0 0 2 91 3^fl?«OT^4roffi!lffi»±> X-^J'IE 

1t¥S{ci2flii-6 3 v-7 v^;'cDi2®^!aa$rllff■t-5■7■- 
SrtT''i9^^y'l'>'^7 3i-;^rtg6tc, ftiS^ihjit^t 



[00 3 0] $ btc, *^pj<^7=^-^'85»:^j£<^-|liS 
^'-t:^^tT''i9P<*yi'>'^?7^-;^»->si-LT, *£ia« 

1 1 1 >-f i^*^«)iSS"J^=^v'- Srlf o y -{r- v- g :^ y >^ 
hco-fe-y h^^T-feSy^K'^— ->3 vy^ h • -fes/ h3 

i^y X h • -fe- j/ h rj-v-v K(DSft{c:/st:^T. y*> 
— -vg ^y ;^ S^/^y -r v<5':7^— :;^f^^(cig;ff.iZ:^, 

y ^E-^-v'a vy;:^ h • -fes' h^kSSrHtr-rs;^^ 
[00 3 1 ] ^ *^?«w7^-^'ia®*&K)— 

(I CV) (CS<5<7'-^eJca'9^:r:S'i5'?:|ltT 

y Jit^-^^gvy;^ h Y-^m^mnir^-t^m 
1 0 0 3 2 1 $ ^mm(Ov'-^mm^m(o-mm 

i:. tfrte^^y-r>'^7^— >^f*^{c:i?-;/ h^ti^ciy /j^^r 
ii5Sii^taa;i5-grt- s^tcfi, v'-^tzmmm^ 

[0 0 3 3.1.$_^{;:. *^B^<DM_5_C0ffliJffi(±, t'-^IE 
Is^^Jc tBIg $ ixfc =1 v>;/f?^jtaS^£: f ^ - 

^ffi^ep ^*y -f ^rtgpic, Ma^itM^t 

iitp^x-^yt. ^^y-r>'^7:c-;^F*ggi5(ctJv^T,m 



i|*|ja¥l4-133767 

[0 0 3 41 *^B^(75^6<DffliJffif±, t'-^IE 

ti#ia:tcfE&i-5 3 vt- vtywiEa^aaSr 3 :/i:i"=L-;5' 

STtTife^/^y-rr^i^^ai-^rtSistc. *as«ih^t^i: 
UfcT^- lEtt^©* (± => v:^ cO':J?^i < 1 1 V ^-r 
ttTS^roHsgil^T^- ^ ^mr3 y /-K-Jr— > 3 y ;^ K SrSE^ 

:r. — ^^\Z±:y h ^tvfc y V 3 >- U ^ h ^#83, b 

T7^-^5'iE®iaS<0^5S:*iJ^-r5^7^s'7't, SrWr 
•5 r i: Sri|#m t :/n AS^ja£f$:(c*>S„ 
[0 0 3 5] t£i6^ :^^m(r>^5. 6CD#Jffi{C#.5>^o 

efe-rSftEi*:-efoS„ iSE^ft. CD-^FD. MOti t'cDti 
mmi^. h^^^li. ^-y hV-i^:^j:t'(oem^m£t\ 

[0 0 3 61 rroj; 3'i:/ni/7AffittJJfi*(±. a^-f 

— ^ • ASr3 vfn.— • v';xxAtC'i' >';^ h 

(0 0 3 71 *^PJ<0$ 
[0 0 3 81 

mmn'mm(r>WM\ V-y^^y-J^nM'] 111 1 t;i*^0^cD 

t"— ^ *aay£S<ojgffl prffi/i 3 ie« v^;^ 7^ a« 

CD. DVD. 7 5 y->^^^ySr^«Lfc;^^y — 
K^<0#aiE»jaEfrT-fo5)>x-fTl 0 3(c;^^$H, 
t'/W^ 1 0 2 lwSft*fcfi3g^$ttT^^, Htf $H 
5, y^y<^:^i^^ 0i|;tff^<— V-^/i^^ vfa.-^ (p 

c) . n±m-m^. ^-j^^^n^iyy-i^yn^m.^^ 

5o 



[0 0 3 9] :L(OX9^J:^>''r>^ymtiyy^'TJ>.<Dm^ 

[004 01 Ill2fi. 7='/M>^2 0 0, 7«7^>fTl. 2 

10. ^y=VT2, 2 3 0(Df¥,W«^^^LTl^5o ^ 
t'^TI. 2 1 Oil. W^^Ji'f—^U^\&\^. S^iZ^^ 

p«x^T2, 2 3 Ofi, ;^7^^TSrig«"t-^T'^^-r^i 

^T-efc-So P«7^-<T1. 210. ;^x-fr2. 230 
<o^*i: tT^^W:^ 2 0 0tc>^-rsiS*;^s pfffiT^feSo 
[0 04 1 1 El 2 ^ 2 0 Ofi. ^>'^— ^ y h 

§iimSP2 0 1 . #@Jg^SrA;^-r5A:;^Sl5 2 0 2. ^ 

yir-v^. =i>'7^>':y^(7)^^^|ltTi-^^^$P2 0 

3. :itih(DMm^mn't^mmu2 0 5 ^^f^r 
y-o-^^^zc-y^ (i/F) 3 0 o ^ S:i#07^/^>r ^ 

7<^yS52 0 7§r*-t-5o rtSB^^y P^(C:^#1^ 

^ "9 a x7^-y/Hc j: o -ci=m^ tuSc^tb u^ig^^ 

[0 0 4 21 7='/W:^2 0 Ofi. zii^=ri/^V(ry^^^\z. 

^^y 7K>!r— V3 >'y X h(;iy ;^ hT:y:/$HTV^fc^'g^ 
(t. I?^*0;m;6^^tf ^tt?'^'/^ y^K 

y-VaV-y^h. i^J:U^y^'>5r-v'3>^y ^ hSrigffl 

[0 0 4 3 1 y^T^^Tl . 2 1 Ofl. T^— >5'Aai:^S:$'J 
»-r^MiW^2 1 1 

2i2^^u. ;^^yg|52 1 2fi. 3 ^/'T' ^^y';^;;-^. 

H^cOiSsSiJttat LTO;^T=>T I D. ^feic, 7« ^ y 
T ^ ir ;^ 32 h n -/HS^$rKi& L Z ^ ir ;^ fF pTt^- 
://^T?fc5BPT (Block Permission Table) Sr*&*ft U 

[0 0 4 4] T^V^-f^ 2 0 OCO:7 7'^/I.V'X^ 
5p«^y ^-^-^.or^ass O OJCBPTSrEia^ 

wa^^^o ;^^y -o-^-^^-r^ass 0 ofi. 

BPTSrSmU/cm. SmLfcBPTico^,^Te^:a^:1^ 
5/i5^fit ( I CV) om«:tT5o I CV;65iE^f^t(Dt 
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5o ^^y-r — >^:n^;^|fP3 0 Ofi. p^y'^rcO;^ 

[0 0 4 5] ;^y^>(T2, 2 3 Of±. =3>'ho — 723 
li:. ^^y 352 3 2JcJ:oT«^$tt. ^^ya523 

h\^T 1^ ± ^Wi''^'r — y'/\^X*h^B P T (Block Permis 
sion Table) Sr^&^LTV^^o ^ >- h n — ^ 2 3 1 fi. 
p«^ySl5 2 3 2\zM'i-^f-^^^. Sfcfix— ^SE^ 

(I/F) SB2 3 4. ^-T^-f TcDf^SiJT-^ LTCO^x-Y 
r 2 I D. fflSmSEiiLStcSffli-^^^iiESiKa k e . =i 
V'r>'!yO;^^y gP2 3 2 --OiS:#^<7)Rg^-^ii-efcS{*: 

^^iiK s t o . $ hKm^-^tM^(Dm^m'^it'r^^<D 

Wmmi V_k e y s^^t&*rtLfcF^a5;^^y 2 3 5. 

L. Uv^>^^Sr<i;t:fcB&-^*0^ma52 3 6. -tUT. rti. 
^^a5(7)®JWS:llfT-r^*J»gI52 3 3 i:^^i~5o 
[004 6] [T^v^^TF^^^yit^] ;^'7=VT 
1, 2 10. 7^7^^fT2. 2 3 0C7)^;^^y gBcOy='— ^ 
*&*ft^t^?:lll3{c^-ro 7f^y95(±fi?*Jx:f£. EE PRO 
M (Electrically Erasable Programmable ROM) i J^ff tb 

[0 0 4 7] [g] 3 (a) 7^:7 V^;^^ 

fi. (b) ^z^'rxo\^mi--M^x(Dmm't^^\zx 

-oxm^^ti. #ir^^fi (c) ic^-Tct ^IcHt"-^ 
[0 0 4 8] [^M^-^>'K] »:tcEI2(0'r^'<>f 2 0 

o^c:Jo^/^T. Sijwa52 0 5 t. y >r >^:ai-^ 

(I/F) gB3 0 0(C*5l^-C^^T^1^6^?i3■^>'K{- 
Ol^mP^i-^o 
[0 04 9] S-r. ®JWa5 2 0 5;il^^^^y-r>'^ — :7 

^-r>^ (I/F) SB3 oo^c:*^-rs=^•^>'K^cfi. jsat 

(I/F) asSOOH, y^'r—^:^iyi^:^^<r> 
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• y tK^— v/g >-}) (Revocation List) -fe: 2/ h =i 

^jEp« T^-rT. ^lE^^VT^vycoy ;^ hT-fe^ y 7K>5r~ 

i/g^y^^^h (Revocation List) ^ y —-f — 

• Mffffl y 7}^>$r— i/3 h (Revocation List) ^ 
5/ 3 >- K 

MSrffl y 7i<>^— V-y h (Revocation List) t:!?! 
^ECD y 7}t''^r~-V3 >^ y >^ h (Revocation List) ^Mff 

mm.^M:L:^y'^T lKn\^X?^y'^T(Dm^\^ (I 
D) ^^^liJLT. ^(DlY^t^^^t^Eof}^^=^yi7ir 

T(Dm.m^ (ID) /&5^ja^^<t'5^^^:^2/i5^i-'5«Ls<D 

^ ^ y :7 T /vfij 9 a T-r— y/i-SrMSf-r5*Q:S<?^ 
[00 5 0] ;^^y-f (I/F) SB30 

• I DK^mU^-^^K 

7«x>rT 1 Ojto I DS:Sc^liii-*0:aco||ff^^o 
[0 0 5 1 ] [7='^W:^rt7«^y ^ v^:7:n-;^f¥^« 
^] i^c(C7^/^-r^2 0 0(O;^^y'Yv^:7^ — ^ (1/ 
F) aJ3 0 0(7)i$*S*g^S:ia4tOT^i-o ^m^a^omig 

[0 0 5 2] - ^:?^^'v^^i5' 3 0 1 



iy7s^'X:hi>. uv^;^^ 3 0 1 (DtgjS;0iJ^ia 

•fcf^yhO (bit 0) rfcTv'-P^^i/ (l:tv^- (bus 
y) . O'.nm. (ready) ) 

• t'y h 1 (bit 1) im^mi^^^yy^ (v^^ 

(success) , 0:^BC (fail) ) 

• fc'-y h2 (bit 2) (1: fig:Bb 
(success) , 0:^g$C (fail) ) 

y--.'r"--^coS^iZi^;65j5K5ibLAc?)^co4^JS"Jfflfc'y h 

•tfyhS (bit 3) :^T^^Tlir .y (i: 
±y h (set) . 0: h (not set) ) 

•t'yh4 (bit 4) :?iv'^T2±y hyy^ (l: 
±•5^ h (set) , 0: ^ir^y h (not set) ) 

•t:-yh5 (bits) '^^^y'^Tl^^yyy (1:* 
^ (OK) , 0: (NG) ) 

gl^^tbfCT^T'^TlCOfSSiJT- (ID) y/J^>^-V 
3 ^ h (Revocation List) [H(D V ^i^—^ (#^) 

-b^yNe (bite) ip^r'^rT 2*^:7^^ (1:^ 
$a (OK) , 0: (NG) ) 

mm^Mc;^y'^T2(Dmmi^ (ID) yT^^-i/ 
3 y ;^ h (Revocation List) y tJ^ — ^ (S^^) 

•t'5/h7 (bit 7) : h^?{l>^^^ (1: 

(success) , 0:^^ (fail) ) 

• If y h8 (bit 8) :^^y^5^*^^5ib>^^i/ (l: 
(success) , 0:^f6c (fail) ) 

• }fy h 9 (bit 9) : ]) 7j^>— v a V y >^ h (Revocati 
on List) ±yhyy^ (i: "tiX h (set) . O: ^± 
y V (not set) ) 

y /K-^—i/s ^-y h (Revocation List) ^^T^^y^ 
5o 

•b'-^/MO (bit 10} :5ffffly ^^-v-a vy h 
(Revocation List) ^9)\y y ^ (1: (OK) . 0: 

(NG) ) 

jEifffl y V 3 V y :^ h (Revocation List) 
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to 0 5 3 1 l/>?^^ 3 0 1 fi. Ztlb(D4 

^y^y^L—zK (i/F) Uzoo(r>y^'r—^Mn^^% 
[0 0 5 4] III4«CM«P. #«J*0«|g(Col.N-T:lftPJSr 
. z2-r>^ Kl^v^x^ 3 0 2 

• r Kux t^v^x^ 3 0 3 
' tl^l^ h U-i^^^^ 3 0 4 

[0 0 5 5] ?t:ib\ ^gi57«^y. p^^^^y icM-rs^' 

[0 0 5 6] • ^ h C3— 305 

• i^Sft$iJfflJg^ 3 0 6 

' ^my< :y7T7<^y308 
Sft-r^- ^ 5/ >^ r 

• miai^i^y^^ 3 0 9 

Slfa^<'y:7T^^y 3 0 7 F^cDT^-^Sri^W-rSfcJ^co 

• ^mi^i^y^^ 3 10 

§ftLfc^->5^^iS#L.Sm^^5/:7r;=^^y 3 o StcG 

[0 0 5 7] - fft^^mas 320 
i^m^^ !y:7T^^y307. ^my< 5/7T^^y308 

• y gC3 2 1 

pg^^^sass 2 o^c:fo^j■5Pt-i•*!li^^c^^^^s/^®^t^s. 
J:tj^rtgi5^ ^ y Ti^^a^^ii^tbS y > 3>vy^ 

T) ?rfe^. i^ff-rS^i^T'fcSo y 7K>^-i/3 >^y ;^ 
:7'n • ^ >- • r— (B PT) ^ 

3>^y:^h. :/p^/^ - ^ :y v-a :/ • T"— (B 
PT) ^#^,Ufc«l.S;«l5*tT$tx5o rttbo^atco 

[0 0 5 8] ^^ySFP3 2 ItCfi, Bf-g-JsELStC 



Kdist : ^'r^T2^C^&^$i^S::^>^7^>^:^«^^?:>^^^ 
■r VycOir^n. y ^-y y (Security Header) {C^ 
$jx5ffij|^iio ^VT-V^y I C V^^SiKicv_cont. 3 

7^ >- :y ^ K c t i" 5 o 

Kicv_sh y v^-f ^^/^ (Security Header) <D 

I cv^4^i-5l^^cffl^.^5.-fe^^y CV 

I Vsh : D y^y y (Security Header) (D I 

CV%:±^^^m\cm^^^mi$. ( I V : initial Valu 
e) o 

MKake : *@S^iEfflO^;^>5'-»o 

I vake : ^Kmmm(Dm(D±^^mKT&mir^fci^<D 

iJ]m& (IV: InitialValue) o 

I vauth : mKmnm<Dy-^±mm<D^mm( i v : i 

nitial Value)o 

MKicv_rl : y /K'^^— ly ^) y- V (Revocation Lis 

t) <D I cvm^^^ir^^y^-m. 

I Vicv_rl : y t}^^— V 3 >' y :^ N (Revocation Lis 
t) (D I CVm^±^'t^m(Dy}mm. (I V : initial V 

alue) o 

I Vrl : y xt^'}^— Va > ]) y^ h (Revocation List) (D 
I C V^^^tCfflV^§^^ffl^i^ ( I V : initial Valu 

e) o 

I V_keys : ?^y'^T2X\ =^ :^T>'yfim-^tm<Dm^^ 
^'it't^^(Ommm (IV: Initial Value) « 
MKicv_bpt:r^-fe:XfFpTt*»T?fc5B PT (Block Pe 
rmission Table) (D I C V^Sr^jSg-TS ^ — Ho 

I Vicv_bpt: T^-^;^fFpItf«T*foSBPT (Block? 
ermission Table) CD I C VHSr^J^-TS^CO I C V^ 
^Sf ^CfflV^5^;}«^it ( I V : initial Value) o 

I Vbpt : r^~fe:^fFprtW^T-feaB PT (Block Permi 
ssion Table) (DWMi^ (IV: Initial Value) o 

[0 0 5 9] • ECCIhI^3 2 3 
i^ff l/v^X^ 3 0 9. ^m^i^y^S 1 OJCfeS^*— ^ 

[00 6 0] • i51^a5;^^y Am;^-f >'<5^--:7iii><;:<:3 2 
4 

^gp^^y i^y^^Tl, 2) {c>tt-rsAa:5;/3-r >^^- 
n -/^ . ^ :x Va V • y^ — ^/u (B P T) ;65r(7)^1' 

i^^^D Alti:b4 :y^-y=^>{ y^i^\- LTAtii;0i-5o 

rt^p^^y (c*i-r5Aai;^-<>'^-7.n-Y;^, a-rv^ 

>5r-V3>y;^ hcDAffi;^7!^53I^T^^^5o 
[00 6 1] f^MT^'e}) xaitt^>^-y^4 y^s 2 
4. *5J:l/rtSP>^yAtti;^>r^^^-:7:i.>r;^3 2 5;!)^ 
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Tl, 2) . h^^^it\^U?^'eV{cMl<xaiti^th^o 
C LE:^'^>'V9 -y^-Y^— y/i- 
ALE:T Kl/^^5/^-r^--://V^ 

WE: 7^ h-r^^-://V- 
RE: y — 

WP:^^hynT-^h (^aJp^^y (^T'^fTl. 
2) tcco^^iiffl) 

RDY/BUSY:U7^^- • t'v^— 

[0 0 6 2] [pi^y*&*fi^>^'^>'yis^] mc. 

^n^-T^v^yfi. me (a) {c^-rj:9t^*«JH4 

tf«;6^b^^5-ir:^^y y^^r-^-y^t. my'-^UtX^X 

CO =1 >'7" 1 J: o $nSo 
[00 6 3] ;^t=VT(d:7^ o/i/^;;^^ y me 

(b) \:L^irX.o\z. mm^:^y'>''y(O^^^V^^^ 

ar:xy^^-.:y^a54fcifi=:'>^^>':ya5^ ^ mm 
ti.. -mi^fcm^iiikmi^m^^ti^m^^^^^^x. m 

[0064] [ir^rr y ir=3en.yT->f 
^^yT-^--y^c7)^->5^ffi^Srlll7tC;^-1-o ^^-^ 

[00 6 5] • y^—^y h/^— > (Format Versi 
on) 

ir^^Tzty^^^^y^ (Security Header) (0:7;^ y 

• 3>'7^:/y I D (Content ID) 
::^>'rl^y<om^\^ (ID) Sr^i-o 

• >^7^>':y ^-Y (Content Type) 

(Data Type) 
' BS-^T/V=f y XA (Encryption Algorithm) 

vy^ (D =3 >^T- (Kc) ztPg-i-^ftiiiLaT 
/V' y X A 4: , ;t D E S J: 5 0f t fe S 
h y y^'l^D E S (Triple-DES)JC JlS^&^^Sr^-t-o 

• Sf^jb^— K (Encryption Mode) 



SB-^-^tT/l-^^'y XA (Encryption Algorithm) "eta^^ 
ixfcT/u^y XAlc>5t/^:^-t-^fft^^-KSr7ni-o m^\^ 
ECB^- K;!»^CBC^— K;5>^^Sr^^o 

[0 0 6 6] '^^'ity^—^yV^^':^ (Encryption 

Format Type) 

[0 0 6 7] mStC^^-f 

Sr^-To 08 (a) t^^^'f\o:^^%\\Lyit—^vVX 
^%\\L $ Ac 31 !y CD 7« ^ y *&^«^T*fc «9 . 

(b) ;65<5^-rr2c7)Bt-^jb:7;^— hX'Bt-^^t^ttfc 

[0 0 6 8] HIS (a) \C7i^^>(':r\<n>'^%{cyir — 
-^yV\t. rr v7^:/:y7!»5-f-^Xl o(7)^>'7^>':ySiK c 
<S:fflv^TB&^^L^i^-C;^^y^c1&^rt$i^fc:^g^. -t^^lo 
■^ir^^^«c#iapt^>fk«ijST-fe^o 0 8 (b) tc^-r 
^^'f^cr^^'^Wiy^—^yVSt. yy yiy^^-T^^}) <0 

s e c_l — K s e c_ 

m^mm^i^xm^it^nrc:=i>''ri^y^^^m^thrz,m 

8 (b) (Dy^ yZyz^:^^V(0±i^^ lXi,±^ ir^^l 
(Dm'^itmtL^XKs e c_l d5>*lSLT^^$tb. 

X. -r-<TKs e c_i^iMm\^fcf^Witiim7i)m^tb 

X^^^tl^o yy yiy=^^'e])(D±i:7 ^mX\t. ir^ 
^m(Dfi6^-itmt LTK s e c _m;55*fiS 

-t^XKs e c_in>£riiiaLfcSt-i->(l::*0fS;55J£ 

[0069] :i(DXv^:i. ^mm(omm^is\.^xn. # 

^ (;i«Sc<o«Sriiffl Lfc K y ://vd E S J: S*aa^. 

[0 0 7 0] m7\cm^ . ±^ =^ 'J ^ ^ y y(Dmf$.\z 
-^\,^xmm^mn^o 

'^^-ityy^^ (Encryption Flag) 

y^p^(D^±^^(om^it ' ^m^it^^i-yy 
y^^n^o m^^o :0m^it±^^. i imwit^^ 

[0071] • I CVyyi/ (ICV Flag) 



(12) 



1$Ba¥l4-133767 



Oo m^^O : I CV?iL. 1 : I CVfc«9 

[0 0 7 2] • B^-^^t:^ (K c .Encrypted 0 

-31) 

pt-t^ b $ =1 V ym<D^i»imm (32 ib) 

• Sg-^^k I CV^^ii (Kicv_cont_encrypted) 

mm 

(Valid Revocation List version) 

y;^h (Revocation List) <0^^— v^3>'o ^^'y^ly'^ 

(RevocationList) (7)/<"— >'75^^Cli^J: «9 "frV 

fcT^— ^OS^^iOfS^. y 7K>5r-v^3 :/y ;^ h<D#RSS: 
igffl 5 ig^^S z^)^ ?t I ^ =3 V ate O SriS^-f- 5 o 

[0 0 7 4] • ir:^^ y T'^-^:y^I C V (ICV of Sec 
urity Header) 

ir^zi.y7=->r^?/^ (Security Header) (D^Wi'f- y 
^ffi ( I C V) o 

[0 0 7 5] L])7r^^-iyB>']) :^ h] ^IE?ip« 

§0 

[00 7 6] • y 7K>^— V y >^ hiSSIJ^ (Revocati 
on List ID) 

y 7t^^ — i^ 3 V y X h (Revocation List) El^cDiS^glJ 

[0 0 7 71 • y^'^r— VaV-y;^ v^aV (Revo 

cation List Version) 

y 7}^'>$r — >'V h (Revocation List) CO/^— 3 >^ 
Sr^^o y ^J^^Sr-iXs^^yT^ hfi. M*f$tt. MSf^t^ 

[0 0 7 8 ] *^e^(7)i»^T-f^. y tk^- v- 3 >- y ;^ h 

(Revocation List) a Vff L^. ^ Vy" 

7=><-r^(cis^tUTi/^^ y Tjf^— v^a >-y >^ hco/<— 
LTv^5 y i/3 v-y ;^ hc7)/-<— i;^3 >'co:^7!>5 j: 59 

[0 0 7 9] ^/d. y 5j^>-i/3 vy ;^ hoMtf^{;i^ 

^y •>rv^-7^-:;^^;6^jaffi(7)y7K^-iy3>'y^ 

hcO/^-i/3 ^^t»$Bi:Jg«rfflc>y 7K>>--i/3 >'y :^ h(0 
/^-v^a^'tf^tSrltg^UT. «f Ll^ y ^>^->^3 >^ y 



;^ hX'fe^ tw»f LiTc^co^^f, y7K>5r-v'3>'y>^ KM 

[0 0 8 0] /<-v^3>'tf«SrfflV^fcy7K>5r-v'3 vy 

[0 0 8 1 ] • ^ "T^ T 1 I Die (Number of Medial I 
D) 

^$aL.TV^S7«X^T 1 (Medial ID) (r>W%. 
•^x^Tl ID (0) -;^T=VT1ID (L-l) 
(MediallD(O) - Medial ID (L-l)) 

[0082] •p«T^^T2I D^ (Number of Media2 I 
D) 

^>$!JLT0^^;^T'^T2 (Media2 ID) COM^ 

•^7='><T2ID (0) -;^^><T2ID (M- 1 ) 

(Media2ID(0) - Media2ID(M-l)) 
*?ajLTl^^^y='^ T 2 (Z^fSsS'J^CO y ^ hXfe^o 

[00 8 3] • y^yy I D®: (Number of Contents 

ID) 

^^V^X^^^^^yy-yy (Contents ID) (O^^ 

' ^yy-yy I'D (0) -^yryy I'D (n-i) 

(Contents ID(0) - Contents ID(N-l)) 

[0 0 8 4] • y /K^— 3 y ;^ h I c V (icv of r 

evocation List) 

])^^—ys y]) ^ h<D^'Si^:siy^m<0 I CV 
[0 0 8 5] ±3zR(OJ: *^PJ{C:toH-6 y 
3>'y;^hfi. mm(Dmm i;^'r^T. ^yy-yy) <d 

(ID) fi^hm^^th^. z.<dx,ok^ ^y^-y 
y^y^ "f^ TCD^^mmnx^^ y a y >^ h 

(Revocation List) \Z.W^(^MM<^ V ^ii—^M^ I 

D. 'Ttii^hT^v'^T ID. :=^yy'yy iD^m-f. t 

^(DV ^^^—i^B y]) hx^^(D=iyr'yy^ ^y^^ 

yy'yy(Dm^ti!ii.mc?i^]) - ^ y^ — y a^—y^m^ 

(ID) y^K^^-vav-y;^ hfrcy;:^ h^nfdiD 

^^iE?i ^ y'ryy(Dm^ttii.^M±irh zt^^x^ 

[0 0 8 6] Z(DXo\^=^>'y->'y^^y"-(T(DWi^<^ 
iD^i ^(D])7r^^-ys vy ^ h\^m'^Lfcmj^i\^x 

K> l-o<D])7\i^-y3y]) :^ hxmm(Dmm(0:?^y' ^ T 

t^y'ryyco^)^^—^ mW) t^'^mzt^^^ 

T®ii!j^(Dy ^^-v-a >'y ;^ h{cS<5< ;^7'^TcOl^ 
[0 0 8 71 ^fc. *5gP>g<^fll^Ttt. yTK^Jr-ixg^- 

y:^hfl. ^a5^^y^li:Kg^T^-ir;;^-r5 7«^y -o- 
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[0 0 8 8 1 [^n • ^ y • 7^— 

(BPT) ] T^ir;^fFpl7^--7'/ui: LTffiffi^ 

t^5>^'D • ^ rxv-s V • 7^ — (BPT : Bl 
ock Permission Table) COlt^tCOl ^Ttft§^'t"So $6 

File Allocation Table ; FAT) ^^^j2</uX^ 

p^x>T;65feoTt>. 't(DT^±y^mmy^—y'/^^yr 
^/i^i^::^'rJ>.7lim^toXm^m^^:it\zX-:>X. IB 

10 0 8 91 ^^S^o-T^'-^ftiSi^atc^b^t/^TSffl^tt 
2/>:^ - y-?— ^ :7V'3 • 7^— y/l- (B PT) 

ti6;^7=^Yra#cOT^ir7^fFpr7"— -rvi-r-fo^o 'f^< 
>r^f±BPT^*&^Uyci;^7'VT5:ffll/^T. =^V7^>':y 

ym^y^ ' ^<—^ yi^B • t"--:^'/^ (BPT) 

i?'7ASrllfi^4'T*t. ;^7^^T<OT^ir^fFRr7"— 

T'fo^yn ' /^°— ^ :y v-g V • t"— :7Vv (B P T) 

[0 0 9 0] 01 0\ZZfo • ^ 5/>3 V • 7"— 

•//i- (BPT) (ommcTT^^o WT. #7^-^^col/^T 

(00 9 11 • y:^—^ y hv'^— v^a V (Format Versi 
"on) ' * 

BPT (Block Permission Table) (Oy ir—^ y V 
v>3>'^?j^^o BPT&#:t;it). ^^(Oyis—^yVip^ 

■ B P Til^giJ^- (BPT ID) 

y ^ • ^ y i/3 V • "r—^/^y (BPT: Block 
Permission Table) (DWl%^\^ ( I D) X^fc^o 

■ y>5^^ (Number of Blocks) 

BPT (Block Permission Table) XWiO ^ ^ y ^ (Olgt 

^%(om^ii^fj:^^^o BPTtcJ:?)iffa$JxSyny 
• y^J' # 1 -:/n y^ # nfF^:7^^/ (Block #1 - 



#n Permission Flag) 

^-fu y^(OT^^y^m^yyy^^\^x\i^^. mz.a 

yy^^(D^x2y^\±^ X^^'^'^'f^y^X^'O. yy 
• B PT - I C V (ICV of BPT) 

BPT (Block Permission Table) CDgScS^oi y ^ ffl(7) 
I CVT'fe^o 

[0 0 9 21 7'V^-i':^(0:7r-f /^v'^^T^AHT^/^-r ^5: 

SilS&UfcmiC. T'o y^ . z-?-^ y V3 • X-y/l- 

(BPT) ^m^ity9 y^y^7^'eVi:mm\^fc?^'e\} 

ir ^ SrtT 5 ^ 1/ >r - 7 ^ ^ ^gBtd B P T S:tei2^ 
'€:0;?«7^^T(Cxt-r^T^ir>^WpT7"'-://i-t UT 

pTt^— ://U«rSfBUBPT^-t5/ h (ex. EI4{C*i- 

^^ygB32i) T^'e^j ^i^^—y^-^ y^. ?^ 
^ 7=V T T ^ fP pTt" — y /Hc V T ^ ir ;^ 
[0 0 9 3] y . ^ y >3 • 7^— y/l- (B 

PT) t;ifi. 0iJx.tf;^T'^T<o:7^ y v^y 
?g*pr>^uo,>^^ m^^'^y'ti^y^^ fc^i/^f±s*^>^ 

^y-f ^fi. :iixbcOB PTlS^lC^eoTiOi 

[0 0 9 4] t^lr^, -fxi y ^ • ^ y ^3 ^ • X--^^ 

(BPT) tCfi. ^SKlhcOfci^^XOeJcfi^^y ^iit I 
CV;65^fe$tt, BPT(D7<^y-r:^^:7ai— 

^^tbfc:»'^tcfi. BPTCOiry h^as^Uff 
$eoT. ^^f^T^^ym:'^y—^)\^-k^^\^X^ ^ffl 
'r5:ii:;a5E$lh$tt5o B P T<7) I C Vfi^T'-r T<7)!SS 
Bij^ (ID) tcS<5iNT*^i-5o ^<^fc*!>(C. ftiiOpi 
7='^TtcT^ir>?.fFnr'r-7'/vS:=ie— Ufct LT4>^ 
C0;^7='^TJH£ffl-e^/^l\ I CV<0^fe^Ktcol^-C^i. 

[0 0 9 5] 7«x>rTfi. ^(?:)®^g^t:i>^n y ^ • 
^ yi^B>^ ' "r—'^/v (BPT) Sr^^y (ex. yy 

^(^1^. Zfu y^ • ^ y ^3 > • X — (B P 

T) $r*&*rtLfcp<^y F^oyn y ^Jco^/^TH. :7'o y 

/V- (BPT) tClBx^i-^o *«P>^<^7^^^W^:^fi. ^T^^ 
Tic;fe^Lfc7^-^ri*^^!la^cio^.^T. BPTSr#fiBL 
TB PTtc^^^tifc#:/n y^(D?^*pT55r#Ba Lfc 

fc50T% BPT*&^ift:/ns/>5^>^m*7FpIi:U-C^5^L 
fci^7^^Ttcoi>Ttt. BPTO^g*. 



[0 0 9 6 ] yf=VT (7^ :y Vzi.;»«^y^^^-^fB 
X— y/i- (BPT) (0|$^:7n— Eli ifcit/gll 
p«x^Zf^^^aLTp«x>f TiS^SiJ^- (ID) (0±j$, 

[ 0 0 9 7 1 m 1 ui. ^l^^.liE^aa^Hg5:^^fc?il^> 

a - ^ y><B>' ' T— (BPT) C0^^7 

■^>'K^i2&oT (S3 1) . hhf)^Cib?^v'^T{C^m 
StbfclDSrSm (S3 2) t-Si:. ^(OlD^-<—^ 
t Ufc I C V^^SiK i c v_bpt$r^^ (S 3 3) i" 
5o I CV±f$.mK i c v_bptfi. -r^>5^— gi : MK 
i c v_bptt. VJMiS.: I V i c v_bpti:. BPTiSS'J 
^ (ID) JcS-:5u^T^^-r§o :Brffe«3t-ti. ICV^ 

i c v_ bpt = DE S (E, MK i c v^bpt, I 
D' I V i c v_bpt) \zm-^\^^X±J&^fl^o ^(DM^ 
t:i. BPTCDlDt WMU I V i c V Jipt<Dmm&mfQ 
\C'7:^^—m : MK i c v.bpttCj:5DE S^— h'X<0 

[0 0 9 8 1 ^tc, hPT(D^^^—/i^hlZ'^^^^j:y<'7 
^-^^IS:^ (S3 4) ^^<9^-^f)m'&^titz 
BPT(CS-^V^T I CVSr^j^ (mx^-rsia 1 4 <?5«^ 
^riSffl) U (S 3 5) . ^^U/c ICVSrBPTCOIC 
vy^-/V'hlzm'^ (S3 6) i-^o r<Dj:9tcLTlt 
^$tbfc:/n • ^ yi^B • T—^rffV (b P 
T) Srp<7^>fTltC#tiitf (S 3 7) o ?S4o, 
fcJ: 9 JCB PTc7)##iZ.;^yn :y^fi. BPTlCioV^T 

I 0 0 9 9 1 m 1 2 fi. taS^IE^n.@|^tg§rj^Op<7^>f 

r 2 o ^ T'tcio tt 5 ^ X >f r f^j^g^s^snfl^-r 5 ■T' n 5/ 

^ . ^ ^/i/g V • -7^— y/l- (BPT) n — 

I 0 1 0 0 1 ffiSlgiiEiJ J:U^®*^*0;S;$i\*IT-r5 i: . 
^^^r 2tc*rLI D^^tbU=i-v:/KS:i^or (S4 
1) . IDSrSu^tUL. I DSr^— ;^<t Lfcl C 
iiK i c v_bptSr4^ (S 4 2) i-5o I C V^^H 
K i c v_bptfi, -x'^?:^— M : MK i c v^pt^. ^J] 

mm.', I V i c v.bptt. b PTisisu^ ( I D) 

l/^T^^i-?>o Sf^6^tCfi. I CV^^SiK i c v.b 
p t = DE S (E, MK i c v^bpt, I I V i c v_ 
bpt) tcS^v^T!t^$i^^o BPT(^)I 
T^hmm. ( I V i c v_bpt) <DgMt&^SfnJc-e>^^- 
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^ : MK i c v^bpt(Cj:5DES^— K-e(Off&-^>ft«ia 

[OlOllSclC. BPTO^>'^-/V'KfCi£i.^:^e^'?^ 
(S4 5) -<5^;ds^^$tbfci 
B PT^CS-:5V^-C I C V^4fej5£ iWytt^m 1 4 
?:iiffl) U (S4 6) . 4^Ufc I CVSrB PT(0 I C 
V >^ ^ — KtClgS (S4 7) -r^o wCOJ: 9(-L-Cl# 
^$tbfcyn ixiJ^ . ^ -/i/g 7^— (BP 
T) ^rp^x^T 1 (S4 8) o ^cCib\ mixEL 

iTCctpt-BPTOi^iZi^^yoo^iJ^fi, BPTtC:}oV^T 

[0 10 2] HI 1 Z\Z-fX2 - y^— 5/ >3 - t"— 

(BPT) co^{fS^li^«?iJS:*i-o Ell 3<?^ (a) 
fip^T'^Tl. 7<T'^T2(DS7^5/v'zi.^^y (^yci >y 
i5^«JBS:T-fe<9. mi 3 (b) fi. r/ns^iJ^ .y^-^ 
3 1/ • y/i- (BPT) Xfe-So s/iJ^ • y^— 5: y 
->3 >- • "r — ^f^^ (B PT) fl. :7;^— ^-y h • 
3 V. BPT ID. .;/>:^^^c^l^T. ^yn-/^(D 
(1) . (0) *f*(cBP 

TC7)^S^ai:y>:^fa: (I CV of B P T) ^ 
fc^^^ifo. ?^^V(DBFT^myrotyi^ (Ell 30 
mx\^y^ nz) fi. •T'n - /N— ^ 5/i/3 >- • 
(BPT) ^c4o^/^T^B*^prtg^^i: LTlSJfe^ 
ix. 7"^W>^t:iJ:^r^^^B5JhU. BPToS##x./&5 

[0 10 3] /ce4b\ mi 3tC^i-:7'n :yiJ^ • ^ 

(BPT) O^^^ti. #>^n^/>J^(Dm 

(1) . m*^^ (0) (DTi.t^Wi'&^MzLm^X^ 

i.xhx\^\ m^iin^^xmn^^^-^ (id. n± 
pj^ ti^^pj (10). si^-sr, r^^H (0 1) , f? 
^isxx/m^-^ (0 0) t Lfcig^;65prtg-e*>^o 

[0 10 4] Iil2t;i^Lfci 5t-^X>f T2'efi 

^^'^Trtt«i$iJ^gP2 3 1 ^l^oTio'P. yoi/^.y-? 
— ^ :y v-a • (BPT) 1^^^'^^^)^^ 0 

(D'Jikm^^1^'r?>zthX^. BFTt>^'&^inx\^^^ 

^mx\ ^i^^ B P TC0"fffc?fc##aZ.^^^d5* 

/ctLTt. S^tf^^t^c^V^ffi^^: LT. bptos*# 

[0 10 5] /^*5. ±iB(D0iJlc^o(t^BPT*#iZv^ 

^T-^<7)B PT(7)*#iA^{i. :^^?'^^^y ^-r -e 

f^j5XLfcBPTSrE«»#iZiti^«^t LTt>J:i^o tifi 
r(0:^t>. ^^y<OBPT*&»^:^n 

y^ . 0,^3 V (BPT) ^C*5I/^T?^ 

[0 10 6] [efcK^^y^ifi ( I cv) {zx^^m=r 

=cy^^ d^\Z^ ^'S.'^zxLy^m. (I CV : Integrity Ch 



(15) 
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eck Value) X ^f—^^W.^ y ^ ftDtm\CO\,^Xm 

m-r^o *^e^co^»^^c:i3l^T. ^m^^^^^^is. (i c 

:/n - 5^>3 . v^— y^^ 

-v-g vy ^ h^tcmn^nfc i cvid^mcoMwmm 

[0 10 7] DEs^gf-^«la^»^^ffll^fce^cs:^^!y^ 
m ( I c V) 1 4tc^i-o HI 1 4(ommz7r: 

-r J: 9 i >t ^ ^ ^/ T^- ^ Sr «^-t- 6 ;^ :y 

-v^^DO. Dl. D2. • • Dn-lir-r^) i" 

mf^.v'-'^X-h^fcV . fo^l^fiy Tjf^-Va >y h 
[0 10 8] (Initial Value (J£JIT. I 

iti-5) o 1 1 ^DESfft^^fbgptcAti.. efca 

(I CV) tfefiKSiK i C vS:fflV^TBt^^t:•r 

^ (a;^$rE 1 i:i"^) o fcttT. El:hXl^Dl^m 
ftilfi^^afDL. -^<DtH;/j I 2SrDESPt^>fl::a5--AtL. 
5feg^:x5.>:^ft (I CV) ±^mK i c vS:ffll>TPt^ 

[0 10 9] 5^:S[<7)>^J:v^rt;^)5^fiE^^^fc«?iJ;t(^3>'T• 

^-y ;^ Kt;ie{cfi:(D;^^vx:i<h;65{SiE$tt, I C V I C 
[0 110] I CV^mm\^tcy'-^^Wi^:r.^y:^^m 

:5^5rttmL (s 1 1) . ^iti\^fc^-^\zm-^^^xmK. 

fiiai 4(DDES0t-^^M«^{ci:«9 I CV Srtt-^-r 
^ (S 1 2) o imoSm. I C V i-r- 

^I^tCl&jrt^ttfc I CVtSritgiU (S 1 3) . -ScL 

^ (S 1 4;i>-bS 1 5) ^-^com^n. 
(D^Wiff^h?) t^M (S14;^>bS16) $tb>6o 

[0 111] y 7i?>^— v-a vy >^ h<^55ca:^:n5/^ffl(o 

gfeS^^^y^ffi (I CV) ±0.mK i c v_r 1 fi. ^ 

fe-rV^-Y^^cop^^y -o^^^^m— y^asa 0 otD^^y 

32 1 (ia4#BB) F^JC*&SrtStbfcy7K>!r-V3>'y ;^ 
h (Revocation List) (D I C VStSr^JGK-t-S-^^^^- 



Si : MKicv_rl t , y 7tf>^— i/a >'y ;^ h (Revocation 
List) O I C VliSr^^-r-S^cO^^l^fi : I Vicv^rl 

i^a vy h • >^ (Version) \Z&r5\,^X 

±f^ir^. M.i^^\zn. ?kmr^:^y^m (ICV) 
SlK i c v_r I =DE S (E. MKicv.rl, Version' 
I Vicv^rl) lcS<5l/^T^i^^^^5o SulBS:<7)E*tt> 
x^'-v^3>' (Version) tVlMW. { I Vicv^rl) (Om^L 
^^mWZ^y^^—m: : MKicv_rUCj:6DE S^— KT' 

ttfc I C V^^SiK i c v_rlS:igffl UTSJ^ft I Vrl 
(;^^y^3 2 1 (c;^^) ^fflV^TEl 1 5 (C^-Tl C V 

J: o xmtT ^ ti.So 
[0112] 4fc. zfa - ^ yi/s :y • ^ 
/I- (BPT) c03S:a;^^2/i^ffl(O5Jcfi^^ :y^{e (IC 
V) ^jSg^K i c v_b p t ^&^T'/W^<7);^^y 

y?.$i53 0 oco^^ygpa 2 1 (igi4#Ra) 

F^(;i*&«^$tbfc:BPTO I CVSiSr^^-rS-^^^^- 
^ : MKicv_bptt . B P T<7) I C Vii^^^i-^^CD 
^^l^fil: IVicv_bptt. B PTCOJStttf^^'tC'^^ix 

SBPTitsu^ (ID) ^cs<5^/^x^^-rSo Jr^^eijtc: 

fi. eS[a^:x:5^^ffi ( I CV) ^^»K i C V_b p t 
= DES (E, MKicv^pt, IDMVicv_bpt) 
o%^Titj6!!c$;h.^o HulSS(OE*fi. BPTc7)IDt«] 
^fit (IVicv.bpt) (^Sm^SfP(C-e;^^-Si : MKi 
cv.bpttc ct ^ D E S ^- KT*OPS-g'>fk«iaS:^tT't-5 h 

(BPT) c7)e$ca^^^y>:^ftn. r(Dj:9t-LT^^^ 
ixfc I C V^fiKSiK i c v^bptSriSffl LTlZJffllif I Vbp 
t (;^^ya53 2 1 (C*&^) SrfflV^THll 5{w^i-I C 
V^^«^t;iJ:oT^tT^tb^o BPTC7)frj-:^tf 
UT^^^ttS I C VJ±. B PTrt<^7^->5^ t B P 
TSr*&^b;rc7«7">fT(?:)SlgiJ^ (ID) 'k^t^^-^\z 
S-:5v^•r4^$^^^o ?eoX. B P Too I C V^^ ^ 
fi. B PTcD'7='-^5$cH:o^Mo;9^/^^-r. T^T^'^TH 

[0 1 13] *fc. =i>^7^:/:yco-fe::^^W4co35ca^in 
y ^ mcO^M.'J^^y ^ ( I CV) ^^giK i c v_c 

^ ly^y :r.—y.(D^^■^m.Uz 2 0 (lll4#Ba) \z 

7<X^T2CD3Vhc2 — ^2 3 IXHtr^tb^DE S- 

CBC^-Ktc:J:5ffi-i-*Q:aicJ:oTSt#^ix5o 

[0 114] CKDct ^^iCv'-^efea^^y^C^^*. 0ij 



10 1151 [T^-^ig^^f-aL. ext. 

[0 116] (7^/W>^ei{|^*&S) sr. T^^'W^^Sr 
[ai6fl. iEm\cm2\Z:irSn^y''^<-f 0 0<Dm 

[0 117] S-r. 7^/^-r:^;65^1br5<t. SJJ^gBfi. 

F^gp / ^ y o r -r /i-Sfj ^ ^ T 7^ y^/n^t/m L =1 V 

K^TP^^y ><>^^:7^-;^g|5jc:i^{S (SI 01) 

/^v^>^^yz^—:^m±s ^/^-r^^ortgpp^^y tc>Pt 

LT :7 r /i-f I «9 ^ T7^~://V(7)Sg^m b ^ ^ K^rill 
« (SI 0 2) UT. yT-<^i-mv^xy'—y'/i'^fy^ 

p«^y;5-bSftL.> ^fJ^gPtC^^m (8 10 3) i-^o 
[0 118] /^*5. :7T-f/i-*»Jt)aTr— >^/W^. t'^'^ 
^7L(DT>5^ir;^pT|g?^^l^?fP;^^y . ^a$^^yt:i^^$ 

-i^B >^V >^ ^Wf—^ -7 r ^ /i^'k'f h^) 

x^-i/^ hy> ^T-r/i-^. ^m-^^^t^^^i-^nhfx^ 

[0 119] SiJi»^fi. f^SB^^y (c^i^^fb/tT'->5' 
l;i^/S^-ra7r^/^fJ«9aT7^-://^^g{S (s 1 o 
4) -r^i:. x-y/WcS-:5^/^-cy A}^>-^/3:/yx h 
" (DK^mbSfLSilrMW (S 1 0 5)' y/J^^-^/HV 
y ^ hCDir hiii-rVK^. y v-a >y h^;^ 

^y ^>'^:7ai->^tci|^{a (SI 0 6) y^K^T- 
>'y h<Z)ir:y hiiimH. y Tjf v- 3 y ;^ h 

yyim.(om. y/j^^-v-s^^y ;^ h{cy hT y>^$^ 

[0 12 0] y^K^Sr— v'3>'y ^ hcDir-/ h^-^vK 

y Ji^^-v-s >^y;^ h^sijiaigi5;5>>bsm (s 1 0 

;^^(Dt*>^— >^^^S:l (fc'v^— ) lc:"fe5/h (SlO 
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8) y 7j<>5r-'V'3 vy ^ h<7)5{ca^^ y ^ffl(7)e5cK 

^^:y^{a ( I CV) ^fifeSiK i c v_r I (S 

10 9) -rso 

[0 12 1] y v-H vy h(03Sca^^ iy^ffl^ 

aca^^:y^fil ( I CV) ^^iiK i c v_r Mi. ^ 
i^)>7=^/^^;7ip^tCt&^$ix/cy /tt^-v-s >'y :x h (Revo 
cation List) (O I C V^Sr^^Sr^-^:^^— SI : MKi 
ovarii: ^ ]) i^^—i^B>]} ^ V (Revocation List) <D 

I CViiS:^^r5^(0?J]»f(S : IVicv_rl^. y 7}<>5r 
-Va ^-y h(OJim*«'t»t-'&*tt2> y Tlt^Jr-v-a :/ 

y h - v?3 V (Version) tcS-^V^T^^r^o 

AflcWt-fi. 5Jca^ni5.>:^flt (I CV) ^^SiK i c V 

_r l=DES (E. MKicv_rl, Version" I V icv_r 
1) tcSo^^-c^^^tt^o ^(omM\±. /^-v^3>' (V 
ersion) tWR{^ ( I Vicv.rl) (DW^^Mm^-^ ^ 
: MKicv_rl{;zi:^DE S-=e— h*X*(Dfi§^-itil}tm^ 

[0122] l^iiZ?^ ^ V ^ >^ Z7 z^—y^ii±^l.t:i^m 

^3^y^m ( I CV) ±^mK i c v_r I ^ffli^ry 

7K>5r— i/3 >'y :x hcD I CV ^^^L. iPi^y7j<>5r- 
V3 :/y :x Krttc*&^$ixfcIELi/^ I CV tcoM^^m 
(I CV = I c V ? ) Sr^tr (SI 10) i-^o 
:Jo, ICV <D^t^*!iStt> HUxEcoHl 4T*lft?^UfcD 
ES^-KtcS-:5VNT. ?;]»fe I Vrl?rfflV\ ^^bfc 
gfea^^ry^^ft ( I CV) ±^mK i c v^r I Srigffl 

[0123] icv =1 cvxh^m^ (s 1 1 1 -e 

Yes) fl. y 7tf>5r-V3 >-y ;^ h;658fea(7)7tl/^3E^?i 

^fc#RBwffiifejK^jc-t5/ hu. y Ti^^-v-a >^y :^ h 

ir^/ h^y^irl (ir^/ h) icir :x h (S 1 1 2) 

5o y 7^'>5r— V3 ^-y ^ hfiT^^y-f >^^:7^^;;?;p*^(^ 

;^^y (0iJ;tfiV^ya53 2 1 (E14#fiS) ) ic*&^$ 

tt. m^imm^so6ii)mmn2 0 5 (m2 
J^fcy Tt^^-v-s >'y ^ h(D^y=^<Tf3^^5"]^<h. 7=v^-r 

i^SWS»JfflIgB3 0 6 7)5Sii®^*2 6 5t)^^=t 

h $tifc y 3 v y ;^ h(7)^>'7^ 

[0 124] y tK^t— v-s >^y hn. ^ 

=2 :^7^:x:y(Dff^^tc:t5i^T7<^y -0-^:7 01— >^ 

[0 1 2 5] 01 6(D:7a-(Dlft?g^^lt5o I CV 



, • • •• 



^ I CVT*fo2>»'g' (Sill T^No) fi. y Tjt^-v- 

•7>'KS:p«^y-r>^^7ai-;^(;ii^{f (S 1 1 4) L. 
fcfv^-77^;5>0 t/iro3tri:Sr^<fc}^ (S 1 1 5) tL 
ry 7K>5r-v'3 >'y X hir:y (S 1 1 

6) -r^o ^^#$;h,6y T^^^-v-a^/ir-y hv'^^fi. 
y.^ hco&a:;^»^^v>i:*ij;£$ixfc^{i. y^h;^>5;t$!j 

[0 12 7] (^T^^rigf^^^aS) i55^iC. 

^\ Jr^e^tcfiy v-Hcxy^^ htc^iE><^^r^ 

^T;65y /J^^-v-g y h y ;^ hT ^yzf^tiXish 

7^— ://U-CfcSB PT (Block Permission Table) 

^y ^>^^>^ir: — ::^{c-fe: y hL. B PT>£r#^,U^c;?<^ 
y T ^ ir ;^ ?r plfg -r^ ^S^HtT-r 
[0 12 8] ^-r. ^7^^^Tl;6S^«$:h.^c»'&(^7<^' 

^Tfflls:«iS(coi^T[ili 8. Ell 9^m\*^xmmir 

[01291 018. Ell 9JC;ioV^Tt>^c^PiltC|a2(C:Jo 

\f^y^^<^ :^2oo (Dmm^ 2 0 5 <Dmm^ ^m\z?^ ^ 

y ^V'^y'^— 135 3 0 Ot^iaSSr^ LTV ^5o ^>^n 
—f^i^^.^X\ y^"^^) ^ i^^y 0 0(O7s^— 

^^u^y:^^(D'i^m\t.^ \fiy-y'7^: 0 mm) . ^ 
T^>f Tl*a:7^>/ : 0 (Ma) . ^7^^TH-5/ 
^i/:0 m-^^yV) (O^mxh^. 

[0 13 0] ^-r. ^JiSaJfl. 
'f^Ti)^:^'f-(T lXh^Z.t^m^ir^ (S2 0 

y-O-^^^i— (S 2 0 2) o 

[ 0 1 3 1 ] ;^ ^ y :7:i;— UmUt^hCO;^ 

^^(Tim^^^i^V^^m (S 2 0 3) 

(S 2 0 4) . :^'f^T\Kn\^X/''f^Tl(omm'=f' 
(ID) (O^^ML^-ev-KSrS^m (S2 0 5) 5 
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m (S 2 0 6) -r^o SmUfc^y'^T 1 I 

n (S 2 0 7) -r^o y ?j^>-i/3 >^y hti. 9n(Dm 
x?^^D4 y ^-:^\ci6\,^xmmmcmm'^mtf:ii 

[0 1 3 2] S« I Dt-m^^ I D;^>^y y^ 

(S 2 0 8{c:iol>TNo) ^^-r— ^;^Uv^>^<5^oy 
7^>r n*ra:7^^$: 1 (;^-5a) (S 2 0 9) 

tfv?-:7^^S:0 (^Sf«I) (3 2 10) i- 

5o I Dt-ifc-r^ I D;65y tK^Jt-v-b vy >^ 
(Cfoo;/t^ (S 2 O 8{Ciol/^-CY e s) fi. 
^TltiyTj^-^^t^^T^^TTfcfJ. *5af-*tJfflT# 

>^^v^^¥•J^u. y^^^yys 2 0 9<Dm^yy^(ommt 

^m^mff'^T:^^ yy'S 2 1 OTt'>?-:7 7^SrO 
(^«) tc-fey hUT*0;®Sr*^Ti-5o 
[0 1 3 31 — ^J^SPJi. y^y'y^S 2 11 

y^7^-^;^^^ttiL:=i^>'K^y^y-r>'^:7ai — 

mm (S2 12) (o^k. ^^^ryv^'^m^mmi^x 

(7^i/ : 1) X^^m^ (S 2 1 3-eYe s) {C 
c^^^a^igtrL. I^M {yy^: 0) T*fe5^ (S 

2 1 3TNo) ^m^mT-r^o 

[0 13 4] mi 9tCiS^. SfJP^fi. :^^-(T 

1 {cBI-f-a 7 T -r /ufd t) a Tx-://H^U?tB L =1 >- K 

^;^^y ^>^^:7ai — >?:tci||ft (S221) T^^y 

n;fcir^>5^SS*mL3-7VKS:;?^7'>f TliciSm (S2 

2 2) >^T-f/i-#J?)aT7"— ^/i^Sr^x-f Tl;5^?> 
smb. StJffllSCtci^fa (S 2 2 3) 

[0 13 5] $JjfflJgBfi. ^v^'^f TKC^&^^tufcT"-^ 
lcmi~5>^T>r/^«*J»9ST7^->^/vSrSm (S2 2 
-4) -f S i:; ://H::K-:5iN-C':/n y^ - ^ .y^y 
^>''r—'y;v (BPT) OSgJ^^aj L*[iS^StT (S2 
25) BPTcOiry h^-^V K^r. BPTSr^^y 
Vi$^:7a.-;;^{Ci||fs (S 2 2 6) "TSo BPTcO-tiy 
h^Latt. BPT;5i5;fr^-efe5:^'^tC(D^|ltT^tt. B 
PT/i^ir y h^tb^^. 7^y^^T;0-?>(7)=f>'x>':y»# 
aZi^AQia^. =3>'7^>':y*n.g(o^^ BPTS:#fiSbT:/ 

n y i5^feOtS^;6Snrtg;6-575^Sr*IJ^i-5o I^^OB PT 

S:#RSbfc'r^->5^^tiZi^«la^col^T^±. m^T^W 

[0 1 3 61 y>:7 • y^— ^ yiy3>' • y^/W (B 
PT) <^-t>y h=2-7>Ki:. BPTSrSiJffliSl5;6^b§m 
(S 2 2 7) -rSt. y^y-O'^yax'-;:^^. 



• 4 



(S 2 2 8) BPT<D^m^^yi^m(D^m.'f'^y 
(ICV) ^^ilKi c v_bp t^±l^ (S2 2 

[0 13 7] B PT(D5{cS^:n -/^fflcDgJca^^ rx^fiS 
( I CV) ±^mK i c v^b p t (i. ^i^)7=>^>f y^rt 
JC*&irt$nfcB PT<0 I C ViiSr^^i-S-7>^:^-ii : 

MKicv^bptt. BFT(oi cvm^^fH-r^immm 
5o Mi^ma-a. i^m^:^yi^m ( i cv) ^t^siK i 

cv_bpt=DES (E. MKicv_bpt, ;<^^Tll 

D' I Vicv.bpt) \cm-:S\,^X±^^ti^o 

^T=^rT 1 I Dtwmm ( I vicv_bpt) (owftufsafp 

[0 13 8] ^tc^^y ><>-:$'^a.-;x{l^^Lfc^fi: 
.y:^ fit ( I CV) ^^KiiK i c v_bpt^fflV^TB P 
TtOICV ^i6BPTrttc*&^$tufcIEU 
i/M CVf6i<^BB^*aS (I CV = I cv?) Sr»tT 

(S 2 3 0) t^^o ti:^. ICV c^^^^Ufi, mj^g 
cog) 1 4 X-mm l^tcD E S Kt^So'v ^T. I 
VbptS^ffll^. ±^l.ti^WL^z^y^m (ICV) 
SiK i c v_bpt$:igffiLfc*Q;a(Cj:oTtTt?tb§o 
ib\ BPTOf^^tt^t LT»*ft$tL^cI CVti. ^y" 
^-T I D^^^i^T='-^icSo%^-C^^$tuXiof9. IC 
V(^^ai5/i5^fl. BPT(D7=^— ^5S:fi:(7)*M<0^?feb 
"f. ;^y^^T@^r(OiE^/£B PT. -T/^t^-^ffeO;^ y=V 
T (cm ^ tl.fc B P T -e?t I ^ ^ cD^^iiE t>*ia« ;t ^ 

[0139] ICV =icvefe5^^ (S231-e 
Yes) fi. B PT;^5iES?:e;^7^^TtC*&^$tbfc^a: 

7>^5rl (-t^/h) tc-fertyh (S 2 3 2) "TSo IC 
V I C VT^fo^:®^ (S 2 3 1 XN o) fl. B PT 

fcTv^— 7^^fi0tciri7 h (S 2 3 3) ^in' 

[0 14 0] ®Ji9SfBfMfi> >^'r-^:^m^aii.=^ 
■^>V'i:^'ey^>^>^y:xL—:^K^m (S 2 3 4) 
\fi^-y'7^i)^0t^i:ofz,Z.t^^n^ (S 2 3 5T-Ye 

s) t LTT^-rVr lir ^/ h:7^^^^^# (S 2 3 6) 
^So iS#^tt2)^7^^T l-ir-/ h:7^^(i, BPTO 
*g;65«t^i:*ij^$tbfc«^fi. ^v=^^Tl755*^(c-fe: 

[0141] 2>:lCp«x^T2;i>5xV^-r:^tcig«$ti;rc^ 
0;^7=VT2 5tigfeS{coi^T. 0 2 0. ia21$:ffll^ 
TIftPJi-5o 7=^^X2(1. lll2S:fflv^TIftegLfc<t 5 
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[0 14 2] 13 2 0(D:^7^y-7'S 30 1;6^?)S304O 

2 0 I'-s 2 0 Abw\mxh^(Dxmmi:'^^'r^o 

[0143] ;^xy:?'s 3 0 stcioU^T. ;?«^y-rv^$' 

[0 14 4] 1112 2 tc. *iiii»g-§-:fr^^fflV>fctS5:fg 
IE:^jfe (ISO/IEC 9798-2) 0*0:3 v— >^ > Sr^-To 

13 2 2^C:JoU^T. B;65 6 4 t:'^/ hc^SL^Rb 

Sr^gfe^b. Rb:fcJ:t/gB(^I D-efc^ I D (b) S:A 

SL»:Ra$:^^L. Ra. Rb. ID (b) cOlWtC. D 

ESCDCBC^- KT^iiK a b ^ffi I ^Tt=*- ^ 

L. BJCjgi^-t-5o ^feib\ SiKabfi. Aib*J:t/B6C* 

m(Dm^^. mumxh^. desocbc^— kst^ 

DESBt^^kgUtC^Jl^T. «iKa bSrfflV^TBt-g-^bU. 
^-i-:^E 1 Sr^^b. igltrPt-^5:E l ^ R b ^ $:SMtil 
6^lfea?PL. DESPt-^>fb^H5{C:ioV>T. iiKabS:fflV^ 
TPt-^^bb. Pt^5:E2S:itjGrg;L. $e>lc. Bg-g-XE 2 
tID (b) tSrSMfifl^lfeffifPL. DESIFff^>fkgi5{C*5 

v^r. SiKa b ^ffli/>rff&^>ft:LT^^bfcff&-§-:5:E 3 

t{Cj:oTilim7=^^ (Token-AB) $:^^i-^o 
[0 14 5] rtbSr^ff bfcBfl. ^m^^-^Sr. -^fi 

«)fflflSi:SMfi6^iSiSfoLamRa*#5o m^. 

E 2 ^mmmK a b x-m^^tu. -^o^*<^ e i 

Wl^afPL. Rb?r#^o 0t-i-:S:E 3S:|g.IE=^ 

-K a b X^-^^bL. -f:<0^mi: E 2 ^#{fee^f^afP 

ID(b)^#6o w 5 L-C#?>ttfcRa. Rb. I 
D(b)05-b. Rb$Dci:U^I D(b);5^ B;55^{fUfct> 

(ot-wcir?>:^^^m'r^o :L(D^mzm-:>tim^. bj* 

[01=461 JSfetcBfi. SIEStc^^ffl-rSir^yi^gV^ 
- (Ks e s) 5:aigclcJ:oT^^-r^o ^LT. R 
b, Ra. Ks e s OJUMtC, D E SCOC B C^-~ KT-M 
fE^^—Ka bSrffll/^TBt^>fb:L. A\Zi^^ir^^ 

[0 14 7] mSrSflbfcAfl. SflT^-^Sr^ijE^^f- 
-Ka k eT^^^^ti-^o Sffi 7='-^ (^«-§->fb:^&f±. 

Bco^^^ki&atlWH^T^fo^o :i9bTt#?>4xfcRb. 

Ra. Kses<7)rt. R h XXJR a ^ A;5>a^ftUfc 

fc^iCfi. irryv-g^^— Ks e s fi. igiiEt^(7)8:^^a 
[0 14 8] Sm7'-^^C0l^iiE<7)I^I-. ^iE. ^ 



[0149] [223. 1224 \z:^^m(0'f^<^ :^t;^v' 
y^d — ^r^-To 12 2 3. 12 2 4^c:|o^/^T. &m:^^v'^<4 

[0 15 0] STv ;^x>fr2=3>'hn-7;55a^Ra 
S:^^ (S 4 0 1) R aio I DT*fe5 7« 

(S4 0 2) i-5o wttSrSm (S4 0 3) bfcr^^^'Y 
;^;?<^y-f V^7ai-;^fi. SfaLfc;^7'>f T2 I D 

wmm (iv_ake) (Dmi&fkmmz.s^(DFm^ 

^mmm^^m-^^^-miMKa k eSriifflUDES 
ff|P^>fl:*Q;a?rtT3feoTSIiEfiiK a k e Sr^^ (S 4 0 

ffiTctca^RbSr^^s; (S 4 0 5) L.mmmiv_a 

u t h^Rb ^^#M6<]ffeafPL. SlKa k eSrffll/^T 
Pf^^bL. 0f -^^CE 1 Sr^^L. m^fX^^XE 1 tR 

ffg-^icE 2 ^^^L. p&-§-:5:e 2 ^7<^>rT2 

I D^^#{th.6^I^MfPL. ^Ka k e SrfflV^XPt-^^fbb 
T»t-?-:S:E 3?:^fe^L (S4 0 6) . ±j^l.tcy'—^E 
1 We 2 \ \E 3 ^piy'^T 2 :=^iy ba-9},zmim (S4 
0 7) -t^o [||] (i. T=-^CO«£^^E*^^o 

[0 15 1] :iiv^^m (S4 0 8) Lfc;^v^^T2 3 
>^ N o fi, ^fg^-.^ ^lEiiK a k e T*«-g-jt 

(S 4 0 9) i-^o ^mv'-^cDm^it^ik^i. ^T. 

I«^5:E 1 ^IStEiiKa k eX^tt-^^bU. i: S^ftil 

eij^afu LafcR b - >&»5o m^XE 2 i:mu 

«iKa k e X^g^L. ^(O'i^^t E 1 ^#ftil6^f^SfP 

Ra* 5:#6o ^-^:$:E 3^^.!EiiKa k 

eX«-i-L. ^cDM*tE2S:#ffi6^ffeSluL. y^y"^ 
T2ID' S:#So r 9 UT^bn^ciR a ' . Rb' . 
p«-r^T2 ID' Ra* ^oJ:U^;^^VT2 I 

t^. ?^'f-(T2t^mm\^fzh(Ob-''Bi't^t^^m 
(S4 10, S4 11)i-So CcOl^lEtCii ofd®^. 
yy''^T2\t,y^<-<'>^^^^ti:h<OhVXmmrr^o R 
a' ioctt5^^VT2 ID' i^{gf=^-^ir^-@:X 
fcofct^tl. ^^mm:f)^^^ (S4 1 3) Ufctcot 

[0 15 2] mz.;^v'>(T2^>'Vu--^\±^ mmk\Z. 
^m^^^yi^B>^- (Kses) > LTcDSL^Sr^ 
^ (S 4 1 2) -r^o i^l-. 12 2 4(Dv^7"-/:/S 4 2 1 
lc4oU^-C. Ra. Rb. K s e sOflliC. DESOCB 
C^- KXMIiESlKa k e Srffll ^rPS^^b 7'>'<>r :^ 

T^^y-f v^^^-:^ici^m (S4 2 2) i-^o 

[0153] r.tbSrSW ( S 4 2 3 ) Lfcx^^-r ^ 7^ ^ 
yxr>'^:7:c-;^li, Sff-r-^Sri&IESiK a k e tr« 
^ (S 4 2 4) i-5o - P LT#btbfcR a" . R 
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b" . Ks e s(Dt^. Ra" :fcJ:t/Rb" t^^ "r^^^^^ 
2!>5i|^mUfct><^^-ifc-r^/i^fiE (S4 2 5. S4 2 
6) -rSo Cc^l^lEtCiio/ci^'g^. x/<-Y>^fi^7^>f T 
2S:iESJtt>coi:UTSiE (S4 2 7) -TSo 5:v^tcffl 

(s 4 2 9) mwk<ow&m%(ofz.t>(r>i^m^}i u 

TfiJffl^ix-5o Ra" 4b"J:tJ?Rb" is^. -^^-^h^ 
-ifcT'fcofcir^fi. fflSSSEj^s^BJc (S 4 2 8) Lfc 

[ 0 1 5 4 ] 12 2 0 {ClM "0 . r 2 Oigi^*0ja(-o 

l/^TlftPJSrJgcttSo >^7^?^:7'S 3 0 5{C43V^T±iB<Ot9 
SfglE. fii**«!fS365|ltT$tt. >^T-i/rs 3 0 6T-ffi 

tcS:{tbfc7«7=^^T2(D I Dt. iKt-ir^/ h^^^Tv^5 
y7K>^— v-a^^y;^ htf'i^y '1^— (*^) ;^y^^T2 
(oy ;^ h ttOitg^RS^^Uff (S 3 0 7) 
[0 1 5 5 J Sia I Di:— grra I D^^y ^ h4^ic#:aE 
\.fiit^r>fzM^n.^ mm?^^4T2iiVni-i:^M^:^y' 

(S 3 0 8{C:JSl^TNo) U >^ t-i/^ ^ 

T=^^T2W5a:7y>:^^i tc-t^/h (S 3 0 9) 

fc: v?->^^>/S:0 (#«) {Cir^'h (S3 10) ^ 

6o smiDt-a-r§iD;55y7K>/-v'3vy:^M3 

tCfco/cS-^ (S 3 0 8^C:^ol/^TY e s) {1. i^#;^f=' 

mm) h {.x^^m^mr-r^o 

[0 15 6] — $»JIHJlH5fi. :^y^yys 3 11 iC:foV^ 
^>^S£^abbri-e>'KS:7«^y-r>'^:7zc— 

>^tc^ifiu. t'v^->^7^;ei^o mm) i^z^ji^fczt^ 
mm (s 3 1 2) (om. :^y'^^Ty^V'^m^mm\^x 

(:7^^ : 1) Xh^m^ (S3 1 3-trYe s) 

(D^mm^mm.. (y^^-. o) xh^m^ (s 

3 1 3T-No) fl. ^aa^^Tt-^o 

[0157] 12 2 1 \cm^. mmm±. ^ r 

" S:>^^y^ V^5^i7^— ^tci^fi (S3 2 1) >«^y 
>'^:7^-;^fi, yr^/i-m^'^X'r-y/i^(D^m^ 
^m^tiM.=^'r:y V^^v'aT 2\cmB (S3 
2 2) >^T-r/i/W'9aT7^'->^/v-S:>^7^'^T2;6-^ 

smb. mm^\zmm (s 3 2 3) -rso 

[0 15 8] M^gPfi. ?^v'AT2\Z^m$tltiv'-i^ 
\zMJt^^^yr4/i^m^^^X'r-y'ji^%:^iB (S3 2 

aV-T'-://^ (BPT) oS^^m U«kaS:lltT (S3 
25) BPTOiry l>3-^:/K<h> BPTSrp^^y 
4:^^y:iL—:^\iZmiB (S 3 2 6) i-^o BPT(D±y 

h^mn. BFTt^mmxh?>m^\z<o^mn^ti. b 
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[0159] Zfa ' /n"— ^ yi^3> ' 'r—'ffV (B 
PT) (D^yV^-^l^Yh. BPTS:$iJ^gB7&>bSm 
(S3 2 7) -f^i:. ^ v^^in-y^fi, ;;^T— 

(S 3 2 8) BPT(DaJca^:n,y^ffl(DgJ:af^:ii:y 
^ft ( I C V) ^^HK i c v_b p t Sr^fe^ (S 3 2 
9) i-^o 

[01601 BP TO^^'Sjf'^ y ^m<D^m=^=r. y^m 
( I CV) ^^mK i c v_b p t ^^^y'^^^y^)^ 

ict&^$tb;rcB PT(D I cvii^^^-r5-^;^^-ii : 

MKicv_bptt. B PTO I C VSi^^^gi-^^O^OaB 
f(: IVicvJptt. ^t'^T2 I Dtc:S-:5l^T^^f 
5o ^^etlf^fl. afea^^:y^{e (I CV) ^^^Ki 
cv_bpt==DES (E. MKicv_bpt, • ^ >( T 2 I 
D'lVicv^bpt) tca-:5v>T^^^ix6o 

p<7=vr2 \r>t^mm (ivicv_bpt) (Dwrn^m^n 

[0 1 6 1 1 m:^:^^))^:y^y=r^-:^\±±^VtL^'S. 
^m-y^fit (I CV) ^^iiK i c v_bptt I Vbpt^ 
fflV^TB P TCD I CV ^^t^b. ^i^!)BPTrtlc:^^ 
^tbfdiEUl/M CVietOfiB^iOiS ( I C V =ICV 
?) ^Wff (S 3 3 0) i-^o >i:Jb\ ICV^ cD^^iO; 

(I CV) ^^SiK i c v_bptSrigfflLfciaStCJ:oT 

tr^H^o ^ce^b\ BPT(7)f^«tf$ai: UT*&^$tbfcI 
CV(^. 7^t'^T2 I D^-^tPX-^tilS-^l^T^^^ 
tlT*^«9> I CVC0^ai-/>5^fl, B PTCO^— ^3Jca:<7) 

h\^(r> ^ ^ ^ T =1 ttfc B P T -est I ^ r <D:g||E 

[01621 icv =icv-efe^^'a^ (S331-e 

-Ye s) \±rBVTff^lE^t£yv'>(T\Z^m^f^^^ " 

y^^l i^yh) (S 3 3 2) -TSo IC 

V 9J=ICVT-fc5:^ (S331-eNo) (i. BPT 

{c^afoO ^fl^^ti. B PTco#0SAam{cS^< =I>' 
x>^:V^0^S^«lhL«}iSS:;^T•r5o £il±co«tS(7)M-T 
fc:'v^-:7y>5^fiotC-fe5/ h (S 3 3 3) 

[0 16 31 SfJp^fflOfl. 

lfv?-7^^;&so t/itofcr i:S:lfe# (S 3 3 5T'Ye 
s) tLX^y'^T2±y hy^^^U^ (S 3 3 6) 



[0 16 41 (-r-^^T-r/^sg^ffiLais) 

— ^:7T-f /V(7)K^aBL*Q;illCoi.^Tgl2 5C0>^p — 

-fi. rtajp^^y. ^aj^^y (^^^n. ^t^^tt 

>^(7)$iJ^gp. *fflfl;657^/<^>^(oy^y ^>'^$':7^— 
[0 16 51 ST. S'J^gPti. ^'r-Y/i-Wf^^'Cx-:/ 

u-;^ (S (1) ~s (k) ) $rlBi# (S5 0 1) / 
^ v^:7 3i-;:^tcffii#U/c-tr>5^^ S (i)K^ffiU 
^'-^r/ K?:)iia^>:i2^{B (S 5 0 2. S 5 0 3) 
y^>'>5^7^-;;^(i. •fe:>5^^S (i) eg;^tBL.=i-7>'K 
SrSfS (S 5 0 4) T^<h. b'i/-:7^:^$rl (t*^i^ 
— ) (S 5 0 5) Sla-t^J^^^'S (i) ;65rt^ 

p«^y;i5>\ ^SJ^^y T*fc^;6-§r¥iJ^ (S 5 0 6) 
^l-SBj^^^y "CfeSi^fi. ^7"^Tl;;»>;><^^T2<0-fe 

tSr*i~) -efe^Ti^^rW^ (S5 0 7) ir5/h>^^ 

• ^-y/i- (BPT) $r#fiSLT. B PT;i»^iS^ttlb^t 

*T*fc6-t^:^s (i) ^m^mi.w^M^y'ti y^ t 

U-CiS:;^LTV>5/i»>SrfiJ^ (S5 0 8) T^o BPTtc 

y T^f-^i^Sir^^cDx-^^'Sg^m'r (S 5 0 9) o 

[0 16 61 /^jb\ Sg;^;^tHLM^7^-^;^»^B PT(^J:6 

$ tuT 1/ ^j'^ 1/ ^f^gp 7^ ^ y ^ X' fc 
tt. ;^T-ix>^s 5 0 7. s 5 0 8n3^^5/:/i-^o ^-t" 

5/7"S 5 0 7, S 5 0 8(DflJ^;55NoXfcS^^. 
t^^iTiJ^^S (i) §:*&^Lfc;^x >f roir :y hy^^^ 
t>^lX*fj:\^^^^ B PTtC-feTiJ'^S (i) (Dgg 

^^0\C^y h^tl?)o 

[0 16 71 :^'r y':fS 5 0 6-S 5 0 8<Ofij:e:/n y 
i^tcioi^T. Jt^^iJ'^S (i) (OSg^aiL;653ltT^i 
m^^i^^t. ^^y d-fe^S-t^^Tii^K^tti^tb. ir 

S-:5<m9rrjE*aS3as^tT (SS l O) ^«9fTiE 

?55^5bufc (S5 1 1) zt^mm\^. m^m\^^^y 

(S5 12) tv^-:7^>/$:0 mm) \:iWL 
^ (S 5 1 3) t-So lft9fTiEIC:^B5cUfc#^tt. 

m\.^^y'7^^o (^m t-is:^ (ss i 3) Lxftif 
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[01681 S^c. mmUit. :^7'y'f^ 5 1 5-S 5 

[0 16 9] {7T>f /v-Sftii^Afta) ^—^y 
m?fii-r5o 1112 6{^^-r:7n-fi, i^as^^y. 

:/ ^ — ^ (7) ^ g 5 o 

[0 1 7 O] ^T. ©JffligCli. 52^^*1-^:7 7^ ^/vSr 
i-^^\Z^m^^. ^m^tltcy'-^^D (D-D 

(k) ^-r^o $^j»a5fi. m^^y'-^D (i) (om^ 

iA^-fe^^S (i) SrlSl^Li:. ^^y-YV^^in— ^ 
Kiri^^S (i) *#5i^::3-v'>'K^. ^-^D (i) 
^m^mm (36 0 2-36 04) "fSo P^^y^^^J' 
y:n-;;^f^, -fe^^S (i) K^^it 

(S6 0 5) i-^t. i^iy-yv^^i (t'v^-) tcis: 

^ (S6 0 6) ^iB±^^S (i) ;65rtgB^^y 
d\ ^1^SFPj?<^y -^fcS^^S:*!!^ (8 6 0 7) 
^yT-fo^^fl. ;^^^T 1 ;6>;^y^^T2 0-t y h:7 
9^:^^ 1 (y T;65^r^tc-tr h ^tiX\^^^ :it^^ 
"T) -efcS^^Sr*»J^ (S 6 0 8) ir>y h>'^^;65l 
T*fo5»^tCfi. $e>{C>^P :yi/3 > • 7=— 
y/V (BPT) ^#fiSUT. BFT^m^^^M^Xh 
^±^^S (i) $r#^i2i^fFpTM^^D t UT^ 
SUTI^St^-S:*!]^ (S 6 0 9) -T^o BPTtC^^iZ. 

X^^ir^m^tT^En-^^±^ (S6 10) 
S (i) frClT^-^D (i) ^m'9HTiE??-^^lto7i;fta5 
— &»#iZ.^^S"#ii^^%":7^>/l^l (^-^) tc-&i/h 

fc-y?— 7^>/g;0 (^^) {-^^ (S614) i- 

[0171] ♦^iZi^^M^T'-^Tj^BPTlcJ:?, 
^M(Dfj:^jxX\^^tji\^^\h^?^'ei)^^(0-S^72<^fil}MX 
feS^^-^rt. ;^x2/v^s 6 0 8. s 6 0 gfi;^^:/:?'-^ 

5o :^X:yyS 6 0 8. S 6 0 9 (D'm&7b^l>l o Xh^m 

irfj:io^?^r'^T(D±y hyyVi!>^lXtj:\^^m'^. 
SfcJi. BPTt;nr>:^t5^S (i) 

ii^t^ai^ — t UT»ti2<^^?ib:7^>/S:0tCir:y h-T 

[0 17 2] Sfc. ©I^SfStt. y^T-y^S 6 1 6-S 6 



20lc:ioi>T. >^y :r,—y(Dy^'r—^ y^^m 

-f ^-ij^y^v-hu-c. m^^^y'-^^miik^'ev^>' 

^y:xL-::^\zmiB-r^o ir-<X<DfiI^m^mT't^t. y 
r>r/^Wt)^Tv"-y/i-(OM^*l:S4:^tT (S 6 2 1) 

i: t t>Jc^^y>r>'^:7:«.-::^(Ci|^m (S 6 2 2) 

p<^y >'^:7.n— ;^tizi-v-v v^zv^^xyr-f^^i^lO 
mx'r-y'/i^<Dm^^^fi!}tm^mn (s 6 2 s) -r^o 

[0173] ["fe^ ^fiir«{CjS; CfcPt-g-^kSi^raffl Ufc 

fft-^^k^^ i: . ^^~(Dm<D5t,X(D±m(om^:Sc^m± 
>'y'>yU^X^^fci'f^Amv. ^th^'fh^l^ti:^mx 

>f b ( h y Zf/i^U E 3 (Triple-DEScOm^) ) <ommm 

mhtiti^ ^ y m^<ov'-^m^'ku,&^^x 5 

ff (t < ?i ^ i6T'- ^ i^- ^ X;65 
UTL^5r.ti:. SiJ»SB<iyT*>^T>f /^^/ 

[0 17 4] ;$:^P^<Ov'>^7^i^-ef±. $fetc:mP>^ 

(ia7#RS) (0«1^iC^J;^*^. p^T^^TOO 1 :/n :y^fcfc 

ypted 0 — K c .^Encrypted 3 1 3 2 OCDPt'^'ftSiK c 
^r^-To ^cCib\ [Encrypted] ^:iX-etiC7)SiK c tIi^ 

[0 1 7 5 1 0 2 7{C. ^>''r:^y(0--^yi^mnt{^X 

2 7 (a) ib^mzmT^m^^xnmi^tc^^^vv-^-^ 
yV^<o9mmm^^mmt{.x7i^LtLmxh?>o 02 

7 (a) (D-fe:^^ y Kc (0) — Kc 



(M-1) ^T-(DMi0<7)|i (^i^-rV^Vdf— ) ^5^^$ 

[0 17 6] z.(OMm(r>=ii^7-yy^—\i!.. e»j;t«[ll2 
7 (b) ic:^r<t:9{c#/r>i5#^^^|c*fjS;i^ltbtu-C 

fiUoy=7-y'y^}^'f:')\-t. 1112 7 (b) f:i*i-J;5t- 

(0) Sr. cont'd ^yi^^cD-fe^^J'Otc^^-r^-x 

-iJ'OSt-^-flilii L-TSffl L. liKc (s) Sr. ;^ ^ y 

ttKc (M-1) Sr. p'^yW'&yn.y 

10 17 7] rcDiptc, -fe^'^lc^tfSL-CMi^eaBt-i- 
(ex. ri>'v">">') <D-1r^=L y ■T-'f ;65;gist,t>ti,5o 1" 

[0 17 8] Bt^'(bT/W=i'y XA{i. 0iJx.»i 1 OCDBff^ 

iijc J: 5 D E s m^itiimtrmn-r^ v^^/pd e s ;5s 

2 otX JiOgiSr^fll-rS h y y/V'D E S (Triple DE 

s) ^mmi.tcm^itm^bLXhi:\'\ 

[0 17 9] hD-y^J^DES (Triple DES) 

m^m^m2 8iz^-to 11128 (a) , (b) iz^-tx 

^(-Ny^^/WDES (Triple DES) t LTro^^fC 
132 8 (a) li, 2o<OBt■§-SiSrfflv^fc0iJSr^i-t.<^5-C 

Kl. K2, K 1 0>itC2ttjgfflV^5o 1112 8 (b) »4 
3o<DBS#iiSrfflV>fcMSr^t-t<0-efeU. Sil 

S&^'fk^&a. li2{CJ;SBt-§-'(k«ia. $^lcfi3{CJ;5 

5o Ki, K2, K3<omiz3mm<om^m\'^ 

X\ v/ViZ/uDE Sf:iJt^LT-fe^=- y-r-<3ift$r|fi]± 
[0 1 8 01 1212 ^^yiCt&iWr57'-^?«)#-fe 

DE S{c:J:5B&-§-'(t:*!lSSrfi^'tC-:>fc1»^i!cC»JSr^-r„ 0 2 

(0) kKc (1) (D2o(OSiSrfflV^-Chy7'/WDES 
Bt^'ftSrtT'tVV -fe^'^' sH. SiKc (s) tKc (s 



#H^14-133767 

+ 1) (D20(DgiS-ffli/^T h y ^^/WDE SBt-i-'fkSrtT'fc 
l\ ±if ■$'M- Hi. glKc (M-1) tKc (0) (O 
2o(D@Srffii/>t: h y :?'>'UDE SBt-§-'ftSrtT/f 5, 

^T-t>. -^yyiz^m-t^mcit. umx'h'o. m2 

7 (a) X7jk[^tLm^m^^mM^'^ii^>matj:< . -fe 

[0 18 1] 1213 0lC^/i5li#-T?<D7'— iJ'Bt 

•g-'fk^S^^JSr^i-. 030 14. y^y(D^yD-;/^cC)2 
O(0il^1-5-tc?^'ffll^Sr loWBt^-fty^o •y^' t L 

2o(DfiS:fflv^T h y >^/UDE SBt^-(bS:tT^iofc 
ffi«|-efo5. 03 0(3^i-J;5lc, ^zfa -y-ifco^^^ 
0 t±-^ Hi. mKc (0) i:Kc (1) cc>2oCi|i 
Sr^v^T hy7'/WDESBgf-§-ft:§rtT^j;V\ ■fe>?^?2st 
ir^^' 2 s + 1 c (2s) tKc (2s + l) 

(D2oK)«SrfflV^-C^y7'/^DES^t#'^kSrtT)^CV^ -t: 
^ ^M- 2 tiT'^ -^M- H±. mKc (M-2) tKc 

(M-1) cD2ocDii§rffli/^T H y >^/VDE SBf-^^b^ 

[0182] I1I27. 029. 030 iC^-ft^JcOftelC 

^^i:«^*5p]-fgx'fe5„ mPLt£. 02 7, 2 9. 30-e 
{4. -fe:i5'c?^ipl^<DliSr---y^^tc:*&*rti-5^fi£i: bt 
I'^SdS. m^ti^-S^^m^MO^b^. *&^»ISSrN (N 

<M) t UT. 0 t-t'!' sumcrnxfi^^it-r 
?>m<Dm^t\^xhx\^\ ^tc)i&mmw^^L (l>m) 
i: LT. ^±^^:::tiizit<m^£?>^W!.(Dm±y hizx 

5 hy^'/PDESSrigffi-r'SfflffiKi: LTtJcv^ 

[0 18 3] [-fe^i5'*{£©e{ca5=-a:-;/^{e (I CV) 
cOf^iPltfiK] ^felc. -fe^^^^fecoefelE^^is/^fit (ic 

V) (Dmmmc-z>\,^xm.m-r^, WLWc^^-^'izt-td^ 

m-^. -mz\i. ^>7->''y7'--?^i¥<r)mW£iflznn 

xBLfcescaf^ais/iJ'fji (icv) ^ma^^^m^t-r 

Scods— flS;e<]-cfcofc„ z<Di:b^£y'—^^i^<o i cv 

^^ST'. EattSr5tlg-t-5:ii:;i5X't7'£i,v 

[0 18 4] ^tcicvi^mi-^m^. mv'-^x'h 
t. 't<oiif7'—tfnii\.xm.mx^i^mmr>x\.^ 

I C V Sr Atbiitf t , "T^^^ y^nyr^ )V=yy.=rl^ 

^ ^ n<r>i^-9 srii^-fe-^ iJ'-cas^-t-sAaasr^ff-t-s 



(0 18 51 *^?g^D•r-^^^!;S^B{cfc^/^T^±. ±^ 
tc I C VSrlS^U. ^-cD I C VIS^iMSrllx-^®^ 

[0186] S:gc^m-r^t-fiv 7« ^ y >^ 

[0 18 7] ^-t^-^^TM C VSrfi-^JP-r^/^^U>t 

•\^^=u])y^ ^^y^ (Security Header) tCffi 

-^y¥^<r>\OVy'7^ (lev Flag) zfu^^^^O) 

c vmp • m^M^^-To m^^o : i c 
[0 18 8] ^±i:^^(Dy'-^mm^tKAnmf^i,im 

3 1tC:^-t-o I1I3 1 (a) (DXo\C^ (yyyi^ 
-:>-:/ a y^mtLmm\:i^j^mLX^m^ti?>o (b) {oi^ 

oTH-r— ^ (ex. i3:/'7'>':y) UTSS^Kbtb^ 
M;tf'f 5 1 2fe^^/^^il 0 2 4/<'Y hcD-f—^mm^ 

(Error Correction Code) ^(7)tf Li^cTuftSP 

t{cJ:o7riim'"^lT;:5"o — 

[0 1 8 9 ] ^C07LftgI5cD§l:f±^J;^fi 1 6/<^ fo 

(D^m.^:^y^m (ICV) S:*&«rti-So 
[0 1 9 O] Thtm^ I C V$rt&*rtUfc»^C0T'^<-r^ 
(^:7r^/vv;^7^Atcj:Sv^-^^(03gS5S*Qiaf±. HIS 

1 (c) tc^-f-ct w^\cv'—^ti.xmm't^h 
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[0191] S^coir^^-e^^^ix^ 
[0 19 2] l:^y'^TP^(Dm%m\^^^^>'rl^ym 

ir^^^yT^^-^y^tcn, ^m^>^<o^^^ti.X(o 

1S!gCC0 3:/^V:y^r— (K c_Encryptedxx) . *5j:tJ^ 
^yry'y^:x:.y (K i c v_Encrypted) 

[0 19 3] z,irhh(om<o^^it(0\r>(omm'±. 
'X^<>f;^(D7«^y-f V^7zc — >^or);»«^y SB3 2 1 (13 
4#RB) tc*&*rt$tbTi/^^iE^^Kd i s tlcJ:oTP& 
-g'>ft:LTl#*A-r5«^*^fe^o 0iJ;tfi. Kc_Encrypte 
d0 = Enc (Kd i s t, Kc (O) ) T'fcSo - ^1 
X% Enc (a, b) (i. b a -CflS-^^t: bfcv='— ^ 

(DSEi^SiKd i s t^m\^^X^^'it\^X'^^=^])v-^^ 

[0 19 4] ^y='^T2. i-:^^*::)-^P&-§-*n.agi5 

^n^. y'^^-i y^iKOlm'EMm.^'mni^X^ly'r:^^^ 

^^xmrn-r^o 

[0 19 5] ^iy'^T 2U^mK s t o fi. El 2 tc^ b 
fcJ: 5«-^y='>f T 2, 2 3 OCO;^^^ T 2 ^ h n — ^ 
2 3 1 (OrtgSp«^y 2 3 5tw*&*^$ttTV^5o S^oT. 

j^T'^T2{S^^iiK s t o^j^m v-T^^-^y^^r-. 

I c v^^ii(OPt^>fi:^m. r 2 Wt? 

T2(0=^>y'>ymmKm{.. ^^yy-y^V^—^ ICV 
SSr^tri-S^^li. ^x^T2fiiJT*ii(7)Bt^>fl::. 
3Sg{CioV^Ttt. rttbSrCBC (Cipher Block Chain 



(24) 
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ing) ^- K-e*0;Si-5Ci:S:pr^i: UfCo 
[0 1 9 6 ] 1213 2(CCBC^- KtCioft S^OP^^^b 

*&Sgi52 3 6 (Iil2#ra) ^c:4ba^T3I^T$^^5o rtSB^ 

^ y 2 3 5 $ tb/c^O^ft I V_keys t. ^^^y^y 

V^=cy^\^^^m^ i c v_conti:(DgMiilfiSfa$:^ 
trU. -?:(?:>«S*^;?«T'^T2cort$S^^y 2 3 5J;i:^jrt 

^coS*5:K i c v_cont Encryptedt X^X^y^ 
t^^*Ai"^o ^biC. K i c v_cont Encrypted ^ 

(0) lc>etij:i-a-fe;5^^*HJi:3>'T'V!y:^— Kc 

(0) h(ommkm^^'mi\^. ^cojs*sr;^x-<T2 
(Of^^^ ^ y 2 3 5 {c^*ft$;}x/c^ffiiK s t o -^^m 

LfcDE SBt-^>fb^ff^c^V^. ^(Om^^Y^c (0) Encr 
i:-r^o Kc (0) Encrypted^, ir^^ 

(1) t;i>^/J;i-^ir^^*f/j::^>'7^>':y^-Kc (i) 

(1) Encrypted t-r 5 o tAT. b^O^agsr^ «9 3g 

[0 19 71 [213 3{CCBC^— K{;i:loJt^it(0 

-^*!LSa52 3 6 (l2j2#RS) {C:JoV>TlltT$tu^o ^ 
-f. Kc (0) Encrypted{C*|-UT. ^ T 2 
p«^y 2 3 5tc:*&*A$ixfctS#iiKs t o$rigfflU;rcD 
ES^-^AQ.SSrtTJ'^l/V 't<^)^*SrrtgI5;?<^y 2 3 5 
»*fi^tbfc:S]fflfe I V__keys<hS^tef^m?Pi-^ ^ t J: 

ir>:^i?^ (0) {;i*)-ir>i"^-fe:^^>^;j;:::i>'7^>':y=3j.- 

Kc (0) ;?)Sm;^$tuSo ^?>JC, Kc (1) Encrypte 

d{;i*fLT. iS#itKs t o^ig^LfcDE S«#icaS 
^^T3^^:^/^, ^OO^^^i^ v^>^-/:3e'-K c CO) Encryp 
tedirSMiiif^^fD-r^r^dctfp. (1) tc^fiS 

i-5-fei^^>ctlS==>'xv:x^-Kc (1) t^V^ti^ix^ 

~^zti y ^ fiS^'jeKWTKl c V _Encf ypted)" "fCOV >T t> 

^m.'^^y^m.^^^ (K i c v_Encrypted) t^h^ 
^^^l^y^WL'f-^y^m^^m (Kiev) co^^7!i5pl 

[0 1 9 S] ±m(D±i^ ^MJ^^.^iy'r^y^—Kc (x 
x) ^/cfi^ Vv^>':y3feft^.n (K i c 

v) <D^^■it. m^fn^mit. ^<com^. ;^x^t2S: 



2)o 'ii^^titcm (ex. =3:/7-v:y^-Kc (x 
x) ) S:'r^'^^;^t^x^T2P«ltcioi^Ttei^-r5^ 

fi> ffiSSSE^fC^fe^Lfcir^/i/gV-^^r-K s e s 

[0 19 91 El 3 4\C:^y^^T2\Zi6\,^X^ -^^^Uy" 
^^y ^flfz.^^ DES-CBC^- KT*«^ 

«-§-UfcSi^-^Sr$btCir2/v'3>'^-Ks e s 
SriSffl LTDES-CBC^- VX^^WL-t^imm^ 
«r^i-o l2l3 4(7)±Sfi. 1213 3il31tO«^T'fo9. 
ir ^ y 7- ^ ^ >$^;^. ^ ft (9 f^pf -§->ft ^ tbfc =^ >'7" 
l^y SrllM^fcD E sm-i-aJtcA;^? LT;^ T'>f T 2 (OfS 
#iiK s t o LT«^*aSSr*tTU. 

[0 2 0 01 Z.)r\.h(D^ti^Mz.^^^^h\^. 7=VM 
>^ i (OffiS^IE^lC:^^ Lfc-t 5^ 3 K s e s 

Jgffl LfcD E S - C B C Ki?cDff&-§->ft:*!ia^lltT-t* 
5o '?:C0^;^#?5ttfcS E 0 — S EM- 1 :Kc (O) 
Encrypted~Kc (M— 1 ) Encrypted$ry=^/'i-< ;^ tCillfa 
-f-^o 7=^^W>^ffl!lT*H. SfSUfc7^->$^>?iJKc (0) En 
crypted-^Kc (M— 1) EncryptedtCOl ^T. ^^'t^T 
2 t (D^^mm^m^^^ l.rc± y a >'=^-K s e s 5: 
iifflUT. 1113 3 tl^mODES-CBC^— K^CO^ 
^Wm^m:fx't^:iii\^^^^:y'r>'y^—¥. (c) Sr 

gfeg[5^iii5^:5^flt^^Si (K i c v_Encrypted) ^COl/^ 

[0 2 0 11 \.^%\\:ff-^(r>m^]i^\^Vk'm l213 5JeA 
Tcr):7^-S:ffll^T. Pt^^fk^ttfcT^— ^ (O^ v^>f 

h(r)m^^\.^m(DWm'kmnt^o ^^^^^ y'-^co^ 

iti^fcmmt. ^^y-i^y^i^^Kxo^^-itmxm^ 

xm'&^in^o ms 5(Dy u--{z^\,^x&mUy'^<-f :^ 
[0 2 0 21 ^-rSiJ^^f^. §£^mL*f*i:>^^5=i>'7^ 

>^y(D^yyyr^/\-^m^m^ cstod « 

gfi. HuiBc^[2l2 5co:7r^/bia^fctiL^S^c2-{c?e 
SS^mLfc--5/^^y'T>r/i-Srp«^y^>'^:7.c->^ 

\zmm (s 7 0 2) 

[0 2 0 3] ^^y ^>-^:7ai — >^fi-vyi5^ir :y 
VKSrSffi (S 7 0 3) -rst. t:'>^-:7^>/Srl (fcT 
V?-) JC-^yh (3704) --y^^oeScS^ai-/^ 



fit ( I C V) ^mJt (S 7 0 5) -r^o I C V 

5fetciai 4S:ffli.^TIftPJLfc I CV^^ifi 
S^C:fo*l^T. irar^y7^^-^5/^^«||Eft*^ilK i cv 
_shi:. «]^fSl Vs hS:igfflU-C-«.5/^^<^ffi^T^- 
^SrA;^LT I CV ^^^L. ^^Lfcl CV 
J6-^5/ytc*&^rt^tbfc I CVtSrRa^-rSMS(;iJ:o-C 

[0204] «liE{CJ:i9-^5/i5^5fea/^ Ut^lJ^ (S7 0 
6) $tl.6<h. --:y^F^(0^5ay4f>^-v'3>y ;^ h • 
i/g >'75SOT*?'^^/^;:l^;^|5^;c -/^ (S 7 0 7) 

/^y 1 #^fi. y7}^>-v3>^y;^ h •/< 

y;^ h^^^mt Ltcf^m^mn^mtir^o 

[020 5] y^K^^r— VaV-y^^ h -z^— v^hVtJ^O^T) 
^f±. y 7ft>->>3>'y^ h§:#RS-r6ii^^;65/^(.^(0 
T*^v^:y:7"S 7 1 OtCitti^o 3 0 T*fc6 t 

^fi. ^ftir^/ h^tLXO^-Sy^it^— v'3:xy ;^ h;6^ 
>'J:«9i-</^v^d>S:^zns/^ (S7 0 
8) *'V>^(1. S7 13{Cii;^. 
5«i:7^^SrO (NG) {Cgg^LTMSSr^ilT-r^o 5/ 

h^ttTl^^ y /-K^— V3 i/y hUf^-^^y^cOy^—iys 

vi:'9*< j^^Jtntf. ^T-2/:rs 7 0 9{C3i;9^, y/K'^ 

(NG) <h LT*n.S^;^Ti-5^ 
[0 2 0 6 1 y J^f^-v-g^^y;^ h(cK^tUL>^^:=^>' 
r'>'^y I DTlf^ffig^^ttTl/^/^ttttff. ^7^>y>^S 7 10 

— Kct. ^>'T'>^:y^^ i c v_cont 

Sra-^i-^o ^ce:}o. y 4t>-v'3 ^^y hfi. 1 

y Tf^-^^— v^3 vy ;^ hxfe^o 

-[ 0 2 0-7 1 5fefCT Iil7mSrMt^TlttPALTci-i-5 

-g-at LX(^^^(D=i>'X>:y^— Kc (0) -Kc 

(M-1) 7l>^ffB^'it^tiX^m^*lX\^^^o ^'^^ 
xv^ycoefea^^-y^fit (ICV) Sr^^-t-5fcJ?)CO=3 

[0 2 0 81 3vv^>':y(^«-g-tc5fe:4:ib. rtu?jco=i> 

X>^^-y^^^/^{t^^SlK i c v^contSr^-^UT^^^^ 

fc. ^>'^:/:y^-Kc (o) -Kc (m-i) 

[0 2 0 91 113 7\Cf^^-it^fltc=i>^7':^y^-K 
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=3>'7">':y^:ii :y^ffi^^iiK i c v_contCD^-§' 
JQ-S^p-Sr^-To 1113 7^7)#;^T■^/7'^c:ol^T^e3i- 
[02101 s-r. m^it^:yy''^^y'^^y^m±^m 

K i c v_contSrffi-g-*f^t Urai^ (S 8 0 1) 

0 d-^T^-^rW^ (S 8 0 2) i^So Pf-^^t^^:*- 
— h;65 0T*fc6:©'g^fi. =i>''r:yy'^i^^±^^}iC 

{C^^$tLfc:?t-^>ft^ >'7=->'!y (K cJncryptedO 

~3i) ^m^Mmc-r^o 

[0 2 1 11 y^^y-^S 8 0 2X^^ity:t—'^y hi^^ 

tc. ^-/^cOPt-^>fkT/V=fy Xi>.:7^-/VK$:5=*^:y^ 
UXl (hyrT'/WDES) 7550 {W://PDES) Xfo 

Vs 8 0 5T*lO<OBt-§->fL=i VT^V^y:^— (Kc_Encry 
ptedO) <0^§:«-§->^^i LTAP;t. hy>^/l-DESX 

fc^#^fi. ;^^5/:/s 8 0 6X«^<DP&-g->^b=^^^■7^>' 
!y:3^.-. (Kc JncryptedO, 1) ir^^M^t I.XMK. 

[0 2 121 ^t-. ;^7" ,y 8 0 7^c4b^l^T. --:y^ 

5e;652*fcfi3 (;^^>f T2<0*&^rt3 VT^v^y) x>fel/^ 
^^^i. y^'ryy'S 8 0 8X\ ^^ya5321 (|gl4# 

RS) {c^m^thtcmmmKd i s txm^M^^-^. 

[0 2 1 31 SJ:^;5^'2^fc:{13 (;^ T 2 >^ 
7^>^:y) Xfe^^^fi. ys^yy'SSO^xm.^-n^y' 

(Dj^wmKs to (cBc^-K) x^-^-rSo :i<Dm 
^ff!}tm<Dmmi±. 123 2. 1113 3. ms 4^m^^xmm 

[02141 y^'ryZfS8 0 9\Zti\'f^?ty'>(T2<O^ 

^m^^x^m-^it^^^^^y'^^^yi^m^^mK \ c v 

_conti:. lU±(0=t:y^yye^^Kc(DU^i^M\c^ 
\^^Xm3 S<Dyt2 — ^m\^^Xmm't^o Ill3 8Cr>:7n — 

So 

[0 2 151 *-r. ;'^y>r>'>5':7ai-;^tt. «#*t^ 

X— (0) — K (n-1) (Bt-^-^k^'V'T^^'^^^^ 



(26) 
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y^i&^^mK i c v_conti:, 1 WJ:(0=i>'x>:y^ 

-) (SI 00 1) cBcm^^mit=^-^>' 

KSrT^f'-f T2=iVhD~7tCa||fa (S 1 0 0 3) 
><x><T2 3>ho-7fiIVKey s S: Uv^;^^? tCir 
:y h (SI 0 0 5) "T^o -tOg. ^ y 7 

*iiSr«I«fcill« (SI 004) p^x^T2 3 
>^hc2-^;)S^-^it^7^-^K (i) SrSft (8 100 
5) i-6o 

[02161 i^J::^7^>rT23>'hn — ^fi. Sff Lfc 
m^M^v'-i^K (i) (C>?j-LT. ^y^>f T2or)iS#Si 
Ks t oSrffll^fcCBC^-KtcJ:^^^*O.S$:lltT 

(S 1 0 O 7) L. ^■^$tbfcSif='-^5^ (e x. 1SSc(0 
ir:^^>?fi^:=i V-rV^y^-) (S 1 0 0 8) 

iJctc. p<xVT2 3vhn~^n, m^mrf-^m 

?IJK* ( i ) ^^^LT. *S*^7^/W^{Ci^fg (S 1 
0 0 9) i-^o ^T-:y:/S 1 0 0 T'-S 1 0 O 9(O*0fM 
Ji. 5ttClttPJU/t|gl3 4(DDES-CBC^— KlCiS 

[0217] T=^^W:^C0^^l/-r>'^:7:n — Xfl. 

(i) ^Sfa t--<T07^-^S:Sff LfcwtSr 
tt^com. CBC«lT=»-^vKS:;^"7=^>f T2 Nn — 
^tCi^fS-f-^o P^T=VT2=3VhP — ^fiCBC)ff|-T^ 
-r>' K<7)^S:fti-cl: «9 i^v?:^^?:^ y r (s 1 o 1 4) i" 

[0 2 181 7=V^^;7;(0;^^y-r V-^P^oi — J^fi, 7« ^ 
y a 3 2 1 (m 4 #.PB) fc:*&*ft bfclJJfflffi I V^keys^ 

:^r~Ks e sSrigfflLTCBC^— K-e^^>fT 2 d^?> 
SfSbfcK' ( i ) (SlOlO'-SlOia. 
S 1 0 1 5) :ico«^*0;®fi> 5fe(ciftP^Ufcia3 

[0 2 19] ±M^WiZ.^^^ -^i/^tc;^ 

^oi^y^M^^iiK i c v_cont ^fl^f\.<0 

["o"2"2~"o~i"^ciii'3r5 \zm'^wwi^yr^i^^m^ " 

X^h^y^'T^yzrs 7 1 O^fi^T't^ts :^y^^yzf S7 1 

hL. t:'v^-:7^^^0 mm) (S7 14) 

[022 1 J Siit^^Wtl. :^'r y':fs 7 ISX^^ 

ifx^-y^^i^^o mm) (S7i6) xh^. 

^yy±^y\^^J^y^^t^l i^J^) (8 7 17) 



^fczt^^wtLXKkco^m (1113 6) 

[0 2 2 2] 13 3 6(0>^7'5/:/S 7 2 lt;i:fcl^T. ftiJIfll 
sun. yr-fJi-m9^^Xy'-y/i^f)^hm^ai\^M^(0:=i 
>^'r:yyyr^/^<o±^^T h'l^y^ (s (i) --s 

(k) ) SrSi#U. ;'^y ^>'>5^y^:n^7;Jc:>?l-LTllI 
JSfe. ±^^S (i) S£;9^llSL=i-v>'KSri^ffr5o 

[0 2 2 3] 7«^y-< — ;^fi. ±^^S (i) 

gg^^^mCn-evK^Sm (8 7 2 4) -rSi:. tfv^-:7 
^^^1 (b'v^-) {Clg^ (S 7 2 5) ---y^^^!) 
7^i/;d5l (^:s^) T-fc^r tSrlfei^^ (S 7 2 6) <t L 

5ib) T-^^l^#^(l. >^7^:y7'S 7 3 StCil;^. K^tHL 
^5i:7^^SrO (NG) i: LT*aa^^T-r5o 
[0 2 2 4] --i/i5^^5?j:7^>)^;6Sl (^^ib) -CfeS^^ 

f±> ^m-^^^s (i) d5rtgp;^^y;&\ !n'SP;^^yT* 

fo^/O-^fl^ (S 7 2 7) ^gi5;^^y T-fo6^ 
fl. ;^y^-fTl;^>MT'^T2(Oir!y h>^^>/;65l (;^t' 
^Tf)>^m^±y h^nx^^^:it^7f^ir) xh^t^^ 
¥IJ^(S 7 2 8) '^yvy'7^t'^ixh^m^\^ 

^ bi-y^D :y ^ y 3 >- . (BP 

T) B PT;65Bg;ZffflU>Pj-^X-fc5ir^^S 

( i) SrSg^a5bfF^>?f*:/n LT1S:^UT1^6 
A>S:¥J3^ (8 7 2 9) i^^o B P Tl;iSS^i±i Lff5r>^cz 

(^^-<5^^R^m"t- (8 7 3 0) o 
[0 2 2 5] fi:^^ gg^mU^ftT^-^d^BPTtCi^S 

fl^S(07^^$i^T^/^3to^I^§(5;^^yrt(D7'-^-efeS^ 
fi. :y^9-y-fS7 2%. S7 29\±:^^y^-r^, 
5/:7'S 7 2 8. 8 7 2 9 c04^J^;5^N o Xh^m^k. ^tti: 
t:>ib±^^S (i) i:i^^l.rc^y'>(T(D^y hyy^ 
f)^lXt^\^^m^. ^fcfi. BPTICir^^S (i) (D^ 

[0 2 2 6] y^y'y^^S 7 2 6~S 7 2 9(7)^J^y^'n 

^tc^Dv^x. n^-^^^s (i) (ossj^mu^^ntT'prt 

»<5<^(9fTiE*ag7!>^KtT (8 7 3 1) ^tb. m^fTlE 
;65^5bUfc (8 7 3 2) :i ^ ^rmSi^^o ^t-. ^ y^ 

^^i!)^^^^:x,yi^m. (icv) icj:5*aa^t^xfo5 

[0 2 2 7] I CV\ZX?>t&im.^=^y^(DM^Xh^m 
-g-ti. ;^v^ ^:/s 7 3 41;i*dV^X. :y :/s 7 1 0 
«-^«]jStcj:ox#^c3:^'7">':y^ai:y>:^ffi^^iiK i 

c v_cont t , ViMiS. I V c o n t Srjgffl UeScS^^^ 2/ 
i5^>Ft^-r-^ (ir^^-x-^) 5rA;'J bXlU 1 4 Srfflv^ 



(27) 
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TiJiPJLfc I C V^^Aaa^HfrL. ICV ^*&!). 
±^^<D7u^mc^^^ixX\^^^ I C VtORS^SrtT^.^ 

[0 2 2 8 ] I CV=f':x,>yi^\zX^^m^J:Ltm&^tl 
[0 2 2 9] 4fc. ^JfflJ^ti. :^'r y:fS 7 4 0~S 7 

^y^vhLT. f—^^md^>'<yyTt^h^^\^\^x 

[0 2 3 01 1213 ^(Oy^^ yy^S 7 3 6 (7)v= — ^^5^-^ 

r'/^><;^(7)p«^!;-r ^^5^^:7 01— >^ORt-g-A[i3ia3 2 0 
([il4#RS) {c^oV^Tll^T$i^^o 

[0 2 3 1 ] m^M^<D^-<^^m±i:^^&m^ 

s (0^5^3 1 (-fer^^l^S 20:^) ) (S 
110 1) o «fc{-^(0't>:'^7!i5Bf-g->ft:^^-e4> -535^5:^ 

:r:5^i^ (SI 102) -t^o ^CO^^ ^ ft . iT^^ U 
T-^C-^yy (EI7#RS) (D^^ityyif (Encryption F 

lag) ^cS-5l^T¥lJ3E^i^5, Bff-&^k:*f^T?iv^:^ 

ft. «^*o^afi^tT$tbT. Ao^ati^T-rao p&-^^[:>* 

(S 1 1 0 3) i-^o rtbtiiraf-zi. y 7"^-^i/^rtcoffff 
-§-<t;>^;?h— 5/ (Encryption Format Type) O 

>'^;^^ft:$:lo(DRt-i-^t:S1ti: LTi/^^/6\ 

[0 2 3 2] ^^ity^t—^y V^-i-f (Encryption F 
ormat Type) (DWC&^^t"^ <OW^\^. ^^yy-l^^^^^ 

y^'r s T 10 4 (c4^vvr7"B&-g-"'ffe;Typ^y-X2>.-(En-- 

cryption Algorithm) cD^J^STtr^cC 9o ^^WlT f^^^) 
XAfi, v'>'i//i-DES;6^h y >^>'i-DES (1112 8# 

RS) ;5>^S:^;euTi>5<>o-efe*:). v-v^/i-DE s-efo 

(0) ^3ifflUTP&-^^k=i>7">^^;^com-§-^jias:iitT 

(S1106)t-^o hy://i-DEST*fe5t*iJ^$ti. 
fc^^fl. 20(D3V7^>-:y:¥— Kc (0) . Kc 

(1) SriifflLTPt-^jb^VT^v^yiO^^jaaSr^tf 
(S 1 1 0 7) t"6o 

[0 2 3 3] y^y-y-f^ 1 1 0 3 -C. is— 

V^^'f (Encryption FormatType) (OWt'&i^t^ 1 



fj:^X\^^^m^Xhho ^<D^\^. y.^ry-ys 1 1 0 
SJdfcl^T. ffS-^^kT/V-^y (Encryption Algorit 

hm) <om'&^nfi:Oo Bf^^kT/l^^y XAJ±. v-V^/U 
DE StJj^ h y ://^DE S ((il2 8#RS) LTl^ 

(1. (s) tc>Pj'^£;UT^^$tv>^c3>^7^:/:y=^r 

-Kc (s) i:^'^-^^\zmm\^X^%i\L^l^'riyy(D 

^•^jOfa^^tf (s 1 1 0 8) -fSo hy://i-DEs-e 

(s) . Kc (s + lmod32) ^SfflLT^ir^i?' 
»C0B&-§r>ft:=i V7">'^;/co«#*0.SSrlltT (S 1 1 0 9) 

[0 2 3 4] ^0O«-^^iQ;ac7)^/^5*0fatl1^ 
S:ia4 0{c^-ro 1114 Oicib^v^T. ;^7"'y:/s 1 2 0 1 

-S1208(i. 133 9<0#;:^7=^y:/S 1 1 O 1— S 1 
10 8 tW\miX^^. :^r'yZfS 1 2 0 9-^-3 12 11 
;65|113 9 tfi^Ti^, 
[0 2 3 5] y:7'S 1 2 0 5{C;JoV^X. ff&^^kT/l- 
=fyXi.;6Shy7^/i-DESXfcSi:*iJ;&^tufc»^. :^ 
T-^yy^S 1 2 0 9^CioV^Tir^:^No. (s) ^fij^ 
s;65$gcXfc^^'a'H. s = s - 1 coMSf 5rlltT 
(S 1 2 1 0) «'-t>^>5^t;iigffli-^SiSrKc 
(s) , Kc (s + 1) i LT h y :7'/^DES{Cj:5« 

(s 1 2 1 1) ^W^ir^o 

[0 2 3 6] tJL±. Bt^^t:^ttT*&^rt^tufc7^-^CD« 
^«!:aSr# 9 f?^*[iafi. El 3 5 —El 4 0 4rffl t ^Ttft?^ 

[0 2 3 7] [v'-^cOPt-^^d^^^iZ.^iasi] HI 

itmx^^iti.fcmmtt^^^o --^/^tt^ 

(c^^e^tt^o E14 1 0:70— {cioi^TfciRlfiT'/^-r:^ 

[0 2 3 8] ^T^J^»gBfi. Sg^mLM^i:>i5*&^W=i 
tcm-f-^^ i'-^*^^^'^ V K2: i^tf « t 

(S 1 3 0 1) o 

[0 2 3 9] p«^y-r >'^?7^-;^^i'^^/^it^^3^>' 
K^§^g (S 1 3 0 2) i-^t. tr>?-:7^i/Sr 1 (tf 

) (SI 3 0 3) ^it^^y ^—'^tm 

m&}hxh^f)^^m'& (SI 3 04) -r^o p^^y-o- 

^y^-^\t. '1'ib^yy\zm^njmti:y<y?^-^^m 
^^l.X^^. ^m^<y;<-^tit^l.. Sft^>'^><- 

^ t^n'&'^mmm^M^x\^^^m^i't. y^y-y^s i 3 

1 0tC:}ol/^T--^'7i$^:t^K^5b:7^^>/$r0 (NG) {Cfg^ 



SrOfClS:^ (S 1 3 0 5) V i/a >-]) :^h<D 

=3 ^-T^ >- y fo ^ - <h 7i5{^ijE $ ^ T 1/ > a ^ HMlli- J: 

[0 2 4 0] >^^:fb\ *tiZi;^=^>^x>':y7:>^^Jx.fiii{g^ 
y ;^ h 3 y ^ (ct&Jrt LT:ib' 9 W :^ J^gp 

7 0 9 i:l^1l|(Dy ;i^>^-i/3 vy ;^ h^ffli/^fciS^SU 
^ RS-g-AHS ^rff/c^ o T t> ct l \ 
[0 2 4 1 1 ;^7^ y:?'S l a O 6tC:|ol>T. ---s/ 

y^ft ( I C V) ^^«iK i c v_contSr^t^. fft 

^>r'>'y^m^=^y^m.^^mK i c v_cont^^ 
P&"^>fl::*[!:SI<^Sf?ai?:ia4 StC^i-, |gl4 3O*0;a 

[0 2 4 21 ^^it^^^'r^y^z^y^m^^m 

K i c v_cont^. 0iJ;tfia^{cS-:5i,NT*^L.. Pg-^ 
itM^t U (S 1 4 0 1) . ^tw. ^yVcom^ity^t 

(s 1 4 0 2) -rSo y ht^o-Qi^^m 

mmtir^m^vhv. ^^WLyit-^^yV^^-f^y 
Y(r>WL'^i>> 1 TrfoS^f*. mfxEoEI 2 7MT*Ift 

^*te<^0&-^>(l::li^ffll^;5»^fl. ;^r-5/:7"S 14 0 3 
\zM^. ^%\z.W^^M^^i^^:yy^— (Kc 
(0) -Kc (31) (•fe^^5^|g:3 2<Z)#^) ) Sr^^L 

-Tiit#jk*f^-<ti--So-" ■ - ■ 

[0 2 4 31 >^^:y'7^S 1 4 0 4T*ff&-^>fl:^;t— x-^y h 

^^o-efo^i^j^^tLfc^^fi. ;^X'y7's 1 4 0 4x- 

-^^/^COPt-^^kTv^i-^^y Xis^-f — /i^KSr^^ 
-y^LTl {hy://UDES) 7!)^0 (i/^^^Z/VD E S) 

X5/:/S 1 4 0 5'eiocO^>'T->':V^— (Kc 
(0) ) Sr*^LTfft#^b*f^i: LTJPx.. h y :r/VD 
EST-feS^-g^fi, :xr-i/:/S 1 4 0 6T-1«^(7)3 
>':y=3r-- (Kc (0) . Kc (1) ) ^^^\^X^%\\L 

[0 2441 ifct-. y^y-y-f^ 1 40 7lC:JoV^Ts 
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lS:S;65 2^fc(13 (7fv^^T2co*&^rt3>'x>':y) T-/^ 
;^7"5/:/S 1 4 0 8T\ ;^^y|FB321 (gl 
4#RB) t;i*&*«3$:nfciEaifiiKd i s fCT^-^. -T^i 
:b^. ^>'7^>':y^:n .y^{ig^j5g|iK i c v_contt, 

[0 2 4 51 i3:S;652*;fcfi3 ( x ^ T 2 (D^^rt ^ >' 

7"v:y) -efc^^ji, >^7='5/^s 1 4 0 9T*x-^. 

>'-7'>'^>^^ :y ^{J^^iiK i c v_cont 
1 J^±(Dn>-7^>':y=ae-$:;^y=VT2(D{SffiiK s 
to (CBC^-K) TR&^^b-rSo w(7)?t^{k:^a<7) 
l¥*ffl(i. las 2. 03 3. EI3 4Srffil>TSiPJLy^:iif9• 
T-fc^o 

[0 2 4 61 1 4 0 9t::lo«1-^^'r'^T2c7) 

iS#iitCj:6:=i>'T->'y^zii:y^{lS^^iiK i c v_co 

ntt. 1 tJl±(0=i>^7'>^:y^— Kc<7)Pt^>ft;in.s(;ioi^ 

;fefiiJ(C7=>M^07«^y-f 
-T^-f T2<D=i>'hn — ^ (lll2#fiS) (0*0:3 ?r ^ UTV^ 

[0 2 4 71 '7=v<-r;^ffiij(07«^y-r >'<5':7:i.— ^ 

^K (0) -K (n-1) (3>'7' 
i^:y^ai5/^fit^^SiK i c v_contt. 1 JeJl±(7)=i:/ 
v^>':y^-) (S1501) p«y^^T2i:<0 

^3 2 1 \cWi^\.fzMm% \ V_keys^ffll/\-CDE S- 
CBC^-K«Cj:6Pt^>fk>ctft^-^K (0) --K (n 
-1) (0^^\>C^%n\^. 7=^-^K' (0) ~K* (n 
- 1 ) ( s 1 5 o 2 ) <^fft-^^l^*Q;Slfl. 

5tmP^L^c|ll3 2 t|S]1llco^3«^^cio^/^Tll^T^i^ 

5o p^^y^r^-^y^in-j^fi, cBCPt-^>fk*ow 

>rT2f±. ^'r-YT2(0|^g&{;i*&ML"CV>6^U»ffiI V 
_k e y s SrUv^^^^tCiTi' h (S 1 5 0 6) "T^o ^ 

(om. ^^])^>^^y^-^^^. ^m^m9:mm (si 

5 0 5) i-^o 

[0 2 4 81 /X^T2 =iV hn-^fi. x-^^'K' 
( i) SrS« (S 1 5 0 7) SfsUfcT'-^K' 
C i ) ^zM VX. y'y^^ yrt-iD^SMmmz^^X^^^ ~ 

y V- 3 J: o r C B C^- KT*<0^#*aa^^tT 

(S 1 5 08) «-^^ttfciiy^-^ (e x. 

't^^5^*r)S;::3>'7^>^:yde-) $rK# (Si 5 0 9) 

5o 2>ct:i. ^7'^T2=i>'hn-^fi^ H-g-li-r^-^a?!] 
;^^VT2<OiS#liK s t oSrffll^^cCBC^- K 

tcJ:^P&^^t;«l:a^*tTL. 7="-^?iJK" (i) Sr*^ 

Lx. m^i:y'>'<^ y^^^miS (s 1 5 1 0) i-^o 

'y:7^S 1 5 0 7-S 1 5 1 Oc7)iaan, 5femPJUfc[ll 
3 4(DDE S-CBC^— KtCi S*afatcS<5V^T|ltT 

[0 2 4 91 7^/<^:^co^^y-f >^:7zii->^(i, muk 



y^^mit (S 1 5 1 1-S 15 14) i-5o ^X>fZ2 
^S:^ y r (S 1 5 1 5) "TSo 

[0 2 5 0 1 y-f y^in — >^fi. /X 

^T2t)^h§iiBLfcK" (0) -K" (n-1) 

— K c . ::=^ >9->'y'f'^^y^W.^^MK i c v_contS: 

[0 2 5 1 1 1114 i(cii«9. >^r-</i-<^)Pf^<bS^ii^ 
4Qfg(0|ftegS:iggtt^o :^'ry'fS 1 30 6^<liol^T. Ji 

ni5/^fiSl CVSr^^K (S 1 3 0 7) -rSo ir^rr y7" 

^-^.:y^cD^z.^ y^fB-efe^ I c v_s hfi. T^^yaj 

321 ([a4#Ba) tcfe^^tu/c^ja^fSl V s hi:, ir 
y 7^^^:y^efe:a^ai:yi5^fiIife^iiK i c v_s h 
<^ffll>T. 5fetC(gll 4^^ffl(.>Tlfte^UfcI CV^^^g^ 
(cS-:5vN-c^^$tb^o :^7" :/S 1 3 O 8 T% 

;^7"-;/7'S 1 3 0 9T'--:y^$^^^J5S;^*i>^^^$r 1 

[0 2 5 21 SyWgBfMfi. ;^7^:y 1 3 1 2 "Xr 

^7^-^ J^^gg^^^m L =3-;5^ >' KSr 7« ^ y :7 zn — ;^ 

^IfgU. e'i^-:7^i/;«^5 0 (^^«) (S 1 3 1 3) T^fe 

^ ^ ^^yy^^)^%)iy=7^iy^\ (SI 3 14) 

mu. ii^07r>f /^<?: bTT^-T^-f T^c^%ff (S 1 3 1 
5) t^(r>^^ (114 2) tdiitf, 
[0 2 5 31 04 2c7)y^-7"5/-7"S 1321 lC:fc^V>T. M 

^m-i-^o 4>#J^tbfc7"-^SrD (D-D (k) t-t 
5o ^Jffll^HSH. i^Jc^T^-^D (i) coa^^iZi^ir^^ 

s (i) Sri^^UT. ^ >'^y^—y^\z-^i^ ^ s 

(i) c^Pt^^l:»^iZi^:=^-^>'Ki:. T='-^D (i) 

^:7^-^fl, ir^^s (i) ff&-g->ft:»^iA^=3'^:/K 
^gfS (S 1 3 2 5) t-^i:. \r:iy-yyy^l (fc'v^ 
-) (-1^^ (S 1 3 2 6) --y^^fc^^^?j:7^ 

1 (^5?I) (SI 3 2 7) r irSr^^l^i: bT?!fe:?^ 

[0 2 5 4] ^{C. ;?^^y^>'>5^>^^-:^fi. ^Ifir^ 
>5'S (i) ^U?^'^'JVh^^>i:mm 

(S 1 3 2 8) i^gP^^y T'fcS^fl. :^^>{T 
lt^^^'^T2<D±>yVyy^f)^l {^^y'^iTt^^m^ 
±y V^rhX\i^^:Lt^7r-ir) x-^^-h^^mm (s i 3 

2 9) -try h>'^:/75SlT'fcS:®'&(C(±, ^blC^ 
C2 ^ ^/v-g >' ■ -r— y/i- (B PT) $r#ra,U 
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T. B PT7!)5»^iZ.^^>rl-*T'fc5-fe:>:^<5^ S (i) Sr»# 

1 3 3 0) t-5o BPTtC»#ii;9^ff^yn5/^<D|S^ 

■i-?:^^ (S 1 3 3 1) i-5o 
[0 2 5 5] ^ktc. ^0»#iZi^ir ^^t^lC V^^-t 
i5^t5^-efc5;5^57&^4:-^5/^^tSa (ICV>^^i5^) tcS-:5 
l^TfiJ^ (S 1 3 3 2) I CVj*^T*fc54i^Ji. 

zilyy'l^y I CV^^^K i c v_cont(:iS<5t/ ^'C-&l^ 

I cv^^^ (s 1 3 3 3) -r^o 

(0 2 5 61 ^^y >r >'^>^:n->^fi, -^>;/i$^1S 

«(cS<5<x-^<^Rt-i->ft:S:llfT (S 1 3 3 4) -T^o 
;^7^-yys 1 3 3 Aa:>y—^U^^i\i^^(OU'm^mA 

])^>'^y:r. — :7.(Dm^fl[}tm^3 2 0 (I1|4#RB) tC*5 

[0 2 5 7] ^-r. m^itn^(oy'—^^m^^<^i^Lm 

Srs (0^s^31 (ir^^m3 2c^:^) ) ^-TS 
(S 1 60 1) o ?fe«C-?:CO-fe'iJ^^;65p*-^>ft;^^-efcS75i> 

Sr^zn (S 1 6 0 2) i-^o CC7)^in-/^{l. 

z^Vy^^yy (I117#RS) cDPt-§'<l::7^^ (Encrypti 
on Flag) ^cSo%^'C¥lJ^^^^5o Sf-^^L^t^T^^^^ ^/ 

^mmxh^m^^^. m^ity:t--^yh^4y'^^:^ 

y{7 (SI 6 0 3) -r^o :itV(iir^:xy -T^^^-z^f^ 
<^PB-§-^t::7;*-— ^ 2/ b^-f'T^ (Encryption Format Typ 
e) (D|S:^5:^^?/^^5t>«^"t?fet). Iil8T*tft?^Lfc 

[0 2 5 81 ^^-ity^^—^y h^^-f (Encryption F 
ormat Type) (DWM^ti^ 0 (D^^\±^ ^l^yiy^^^^ 

;:^X2/:7^S 1 6 0 4tC:Jol/>T. -i->ft:T/V=^ y XA (En 
cryption Algorithm) c^^^J^Srfr^c^ 5 o ^^itT/i-^V 
XAfi, v-V-^/l-DE Sd^h y >^/VDES (13 2 8# 
RS) ;6^^i3::^bTV>^ t>cOX*fo<9\ VV-^/i-DE ST*fe 

(S 1 6 0 6)t-5o h y X/i-DE SX*fc5<t*J^^i^ 
fcJ^'&fi. 2o(D^>'y'>)y^—Kc (0) . Kc 
(1) i:mm{.Xfi6^'it^:yy':^y(0\i§^iti!]tm^mn 
(S 1 6 0 7) i-5o 

[0 2 5 9] —Jj^ y^y-yZfS 1 6 0 3X\ ^^-y^ — 
-7 y h^-TX (Encryption FormatType) (D^^fjSd^ 1 

^^T. Pt^>(t:T/^^'y XA (Encryption Algorithm) 
*iJSS:ff?i5o Pt^^bT/W=fy XA{i. i^Vi/yUDES 
h y r/WD E S (1112 8 #,^,) d^Sr^;eL-Cl>6t>0 



ir^^ (s) {CxtlJ;LT^S$tl.fc:3>^7^>'-/:^r-Kc 
(s) Sr*-fe:^i$'tciifflUTPS-§->fk3V7^>'^>OBff^^t; 
*QiSSrlltT (S 1 6 0 8) fSo hy://^DES-efc5 

(s) , Kc {s + lmod32) i:mm\^X^±^ ^ 
S<DPt^>fk*2iSSrlltT (S 1 6 0 9) -TSo 

[0 2 6 0 1 ir:^^"7=-^C0«#A!lSO^/^5*!taiS« 
$:I214 etC^^o 0 4 6{c^^l^T. ^T^yT^S 17 0 1 
--S1708fi, |gl4 5 0#>^X5/>^S 1 6 0 1 ~S 1 
6 0 8 t|^^T-fc5o >^X5/:7'S 17 0 S'-'S 17 11 
;i^El4 5 <h 

[0 2 6 1 1 >^7"y:/S 1 7 0 5(Cib'l^T. ^^-itT/l- 

T-y^Sl 7 09\Z^\,^X'^^^no. (s) Sr^iJ^ 
s755^^T*fe5:^f±. s = s - 1 oMff SrHtr 
(S 1 7 1 0) #ir>^^(c:3gffl-r6it^Kc 
(s) . Kc (s-hl) ^ LT h y ^/i-DE Stcj:^« 

(S 1 7 1 1) SrHtT-r^o 
[0 2 6 2 1 04 21^^*9. :7r-r/V(Dfft-^>fl::*#iZi^ 

U<D^^itfxlim^y'-/zf (SI 3 34) ;65^T-r^i:. 
x->5'|fP(C>Pti-^^!9fTiE??-§'«r^fe^ (S 1 3 3 5) 
Pg-i-jt:$tifcT=-^D (i) ^ir>:^>5^'7='-^JrM;^:: 
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[(117 1 if.^'^^<D'f—'9W^W^m^^^^X:^y'4T\z.^ 

[1119] ^^PJOT^-'^^JLS^StCibNt^ y ^l^^-v-a 
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